NISOS ™

Tracking Illegal Pharmaceutical Sales on
Social Media

Nisos continuously monitors mainstream and alternative social media platforms as well as other online
communities for individuals and networks conducting illegal activities or violating platform terms of
service (TOS). In fostering communication and community among their massive user bases, social
media platforms can inadvertently become attractive markets for threat actors looking to exploit them
to sell highly sought-after pharmaceuticals. Nisos tracks pharmaceutical sellers’ evolving tactics,
techniques, and procedures (TTPs) for soliciting buyers while maintaining anonymity and avoiding
automated content moderation.

As of February 17, 2024, the European Union’s Digital Services Act (DSA) went into full effect. The DSA
introduced new obligations for social media companies to curb illegal activity. Among other
stipulations, social media companies are now responsible for online advertising, working with “trusted
flaggers” to remove illegal content, and verifying the identities of third-party sellers to ensure products
are not stolen or illegal.

Keeping up with these requirements as nefarious operators continuously change their tactics can be
costly and time-consuming for Trust and Safety (T&S) teams. Nisos leverages our cross-platform
visibility and analytical expertise to provide comprehensive reporting on TTPs and uproot criminal
networks plaguing platform safety.

Cross-Platform Tactics, Techniques, and Procedures

Nisos identified operators® using common TTPs across traditional social media platforms:

e Avoiding on-platform overt advertising and sales by providing off-platform redirects to
messaging apps, including Telegram, Snapchat, and Wickr.

e Promoting pharmaceuticals available without a prescription and directing potential buyers to
off-platform domains for purchases through illegitimate online pharmacies.
The use of coordinated inauthentic behavior (CIB) to attract potential buyers.
Sellers in the same network operating accounts across multiple social media platforms are
likely to reach a wider audience.

e Use of common drug names in posted content and account information, as drug names are
searchable across the majority of traditional social media platforms.

e Various prescription drugs available for purchase, indicating the sellers are likely not offering
their own prescription medication.

For the purposes of this blog, the term “operator” refers to the individual, group, or operation in control of a
social media account likely involved in nefarious activities.
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Off-Platform Redirects to Messaging Apps

When marketing prescription drugs on a specific traditional social media platform, sellers are very
likely negotiating the actual sales off platform based on off-platform redirects to various messaging
apps and the lack of pricing information on platform. The most common off-platform redirects
included Telegram, Snapchat, Wickr, and email. Nisos assesses operators provide off-platform redirects
to avoid content moderation and prevent account suspension for violating platforms’ TOS.
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Graphic 1: Sample of pharmaceutical-related social media accounts’ posts directing potential buyers off platform,
where they very likely conduct drug transactions.

stoner plug
@stonerplug24@

Make me your plug we got the best quality product, trust,loyalty, transparency and
satisfaction is our major priority concern for all our clients

® Canada, USA, UK, Australia.... 2 t.me/dyzxand Joined October 2023
828 Following 171 Followers

Not fellowed by anyone you're following
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Graphics 2 and 3: X account directs users to the Telegram channel Psychedelic store 420 (dyzxand).?

Nisos observed the term “teleplug,” often displayed as “tele ‘,” short for “Telegram plug.” “Plug” is a

slang term describing a high-level drug dealer who deals in larger quantities and a wide variety of
pharmaceuticals and illicit substances, alluding to the dealer’s connections. Social media content
promoting Telegram accounts or channels selling prescription drugs frequently uses the hashtags
teleplug, tele, plug, and/or pluggedin in combination with prescription drug slang or nicknames. The
content frequently features photos or videos of drugs, delivery arrival videos from customers, and
customer testimonials verifying the seller’s completion of orders. The most common pharmaceuticals
associated with “teleplug” were Xanax, codeine, and OxyContin.

*https://t[.]Jme/dyzxand
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Graphics 4 and 5: Video featuring the “teleplug” emoji symbol advertising the Telegram channel @strxghtjxcket (top).
The video features a positive feedback message regarding a successful Adderall delivery. The video poster used
hashtags associated with teleplug and their Telegram channel (bottom).

Illegitimate Online Pharmacies

Nisos discovered accounts self-identifying as pharmacies and promoting the sale of various
pharmaceuticals. Nisos identified these accounts by searching variations and combinations of
pharmacy, available and online, alongside the pharmaceutical of interest. These terms frequently
appear within accounts’ display names, usernames, and content captions. The pharmacy accounts
direct users off platform—typically to domains with display names resembling their usernames—to
purchase the promoted pharmaceuticals without a prescription. Many of these illegitimate pharmacies
are located worldwide and are not limited to any specific region.
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S ONLINE24H MEDS TO)YOUR HOME

PHARMALIME.NET © USA, UK, EUROPE PHARMACY

@AaaPharmacy

) BUY ONLINE NOW your pills. Brand ORIGINAL MEDICATION (Pfizer, Roche,
Sanofi) for PAIN RELIEF, SLEEPING PILLS, ANXIETY, ENERGY AND ALL MEDS §

® United Kingdom ¢2? PHARMALIME.NET Joined February 2022
35 Following 25 Followers

Welcome to PHARMALIME.NET! The SAFEST Online Pharmacy without prescription. Created to offer the
maximum quality and safety. You will receive ONLY EUROPEAN BRAND products with original boxes and blisters from

best labs (Sanofi, Pfizer, Roche, Glaxo, Griinenthal...) Pay safely with your credit card or Paypal, no need of Cryptos or
Western Union. Say bye to scams, fake, adulterated meds, indian or chinese pills! 100% SAFE 100% DISCREET.

Graphics 6 and 7: X account bio advertising various pharmaceuticals available for purchase via their website (top) with
a screenshot of the home page of their website, pharmalime[.]net.”

Coordinated Inauthentic Behavior

Nisos identified a network of at least 14 accounts, very likely selling Percocet, Oxycodone
Hydrochloride, and Farmapram, the Mexican version of alprazolam/Xanax. Nisos identified these
accounts through their shared use of the hashtag farmapramin their content captions and listing of the
same social media usernames within their posts and account bios: Snapchat username WXYOG and
two Telegram usernames, WXYOG and FL_OG. Nisos observed these accounts frequently reusing video
content and posting language across accounts on X. These accounts do not overtly sell
pharmaceuticals but instead post promotional videos indicating they have large amounts of these

*https://twitter[.Jcom/AaaPharmacy
*https://www.pharmalime[.]net/
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drugs. The accounts within this pharmaceutical sales network likely belong to a single individual or

operation.
X Username Pharmaceuticals Available Account Creation
Farmapram2mg® Oxycodone Hydrochloride, Farmapram, Percocet August 2021
badass_bos32272° Farmapram, Alprazolam, Xanax, Trankimazin October 2023
BoyzGuy14661’ Oxycodone Hydrochloride, Percocet November 2023
Alprazolam_Plug® Oxycodone Hydrochloride, Percocet, OxyContin June 2023
WockHardt_Plug® Oxycodone Hydrochloride, Percocet, OxyContin June 2023
Oxycodone_30mg*° Farmapram, Alprazolam, Xanax June 2023
LeanMan_Rx" Farmapram, Alprazolam, Xanax June 2023
Akorn_Quagen® Oxycodone Hydrochloride, Percocet, OxyContin June 2023
Quagen_Akorn* Oxycodone Hydrochloride, Percocet, OxyContin June 2023
TDrankLord™ Promethazine and Codeine (Lean) July 2021
AmphetamineAdd1®™ | Promethazine and Codeine (Lean), Oxycodone October 2021
Hydrochloride
FarmapramXx® Promethazine and Codeine (Lean), Oxycodone August 2021
Hydrochloride
GaseGrainy"’ Oxycodone Hydrochloride, Percocet, OxyContin December 2023
DrankGhsp91185* Promethazine and Codeine (Lean), Oxycodone November 2023

Hydrochloride

*https://twitter[.Jcom/Farmapram2mg
®https://twitter[.Jcom/badass_bos32272

8https://twitter[.Jcom/Alprazolam_Plug
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Unlike the US Food and Drug Administration’s regulation of Xanax, the Mexican government does not
regulate Farmapram, commonly known as Mexican Xanax bars or Mexican Xanax. Farmapram is
available for purchase without a prescription, is significantly cheaper than Xanax, and can legally be
brought across the US-Mexico border under certain amounts.”” Mexican cartels are also known to
manufacture counterfeit Farmapram laced with fentanyl and sell it at their pharmacy fronts.® The US
Drug Enforcement Agency released a Public Safety Alert in 2021 warning about counterfeit prescription
pills containing deadly amounts of fentanyl, with Mexico manufacturing the majority of these pills.**

Lean Man Rx - Oxycodone M30s
@ ELeanhan_Rx il @0xycodone M3B8s

Farmapram is the brand name for alprazolam / xanax sold in Mexico. Farmapram is the brand name for alprazolam / xanax sold in I'\.-_'Iexico.
This medication is used to treat anxiety disorders and panic disorder. This medication is used to treat anxiety disorders and panic disorder.

10:1 PM - Jan 22, 2024 - 78 Views

Graphics 8 and 9: Sample of posts using the same language posted by accounts in the network.” %
Use of Common Drug Names

Most traditional social media platforms do not block searches for drug names in keyword or hashtag
searches, allowing Nisos—and platform users—to easily identify drug-related content. Additionally,
Nisos identified pharmaceuticals on X by filtering search results to posts containing media. Nearly all
the observed content contained photos and videos featuring large amounts of the promoted
pharmaceuticals or off-platform contact information.

Bhttps://zinniahealth[.Jcom/substance-use/xanax/farmapram
Phttps://www.theedgetreatment[.Jcom/mexican-xanax-bars-side-effects-risks-and-street-value/
Zhttps://www.dea[.]gov/press-releases/2021/09/27/dea-issues-public-safety-alert
Zhttps://twitter[.Jcom/LeanMan_Rx/status/1749529804364259718
Zhttps://twitter[.Jcom/Oxycodone_M30s/status/1749555290490421353
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Nisos observed X accounts overtly posting advertisements for pharmaceuticals on the platform,
complete with quantity and pricing information. The majority of the drug-related content observed on
other social media platforms directs users off platform to complete drug transactions and does not
feature drug prices within the posts. While Nisos did identify off-platform redirects in drug-related
content on X, Nisos assesses X accounts are also conducting drug-related transactions within their

direct messages (DMs) based on their posts featuring pricing and encouraging users to DM them on
platform.

GanjaOGplug
@g_ogplug

OXYCODONE 30 mg pill available right now
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Graphic 10: X account g_ogplug advertising 30mg Oxycodone pills and directing users to their DMs.**

#https://twitter[.Jcom/g_ogplug/status/1629150170314158082
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Kanax 2Mg

200 bars...$110

500 bars... $185
1000 bars...$290
2000 bars...5320
5000 bars.$1150
10,000 bars....$2200
20,000 bars...54230

Graphic 11: X account explicitly selling 2mg Xanax pills on platform.”

Crossover with Other Illicit Activities

Nisos identified crossover between individuals likely selling pharmaceuticals and engaging in other
illicit activities. In addition to selling prescription medication, these social media users also offer false
bank notes, cloned credit cards, firearms, and illegal substances, including fentanyl.

Bhttps://twitter[.Jcom/Sullivandeals/status/1707497777440190569

© Nisos - All Rights Reserved | Research Blog 9



stoner plug
@stonerplug240
Fent available
Link in bio
#shrooms #mushrooms #fwm #fyp #trance #hallucination #nft #nffc

#trancedimension #pills #thirdeye #PTSD #anxietyrelief #btc #HLA
yland #ADHD

#psychedelic #Kansas #weedlife #trippiebri #xanscand
#0Ohio #drugtwt #Denver #plug #Texas #Dallas #Hawaii

9:17 PM - Jan 29, 2024 - 142 Views

Graphic 12: X account stonerplug240’s post stating they have fentanyl available for purchase.
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Graphic 13 and 14: Telegram channel dyzxand, associated with X account stonerplug240, advertises cloned cards and

firearms.?” %

*https://twitter[.Jcom/stonerplug240/status/1752078623383679164
ZThttps://t[.]me/dyzxand/4969
Zhttps://t[.]me/dyzxand/4967
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Available pills€, € €

30 Lorazepam

31LSD

1 Adderall 32 Methandone
2 Alpazolam 33 Mandrax

paz 34 Modafinil
3 Ambien 35 Morphine
4 Arimidex- CN: Anastrozole 36 MSJpS
5 Amoxicillin 250/500mg ¢-19 37 Norco
6 Azithromycin 250/500mg c-19 .

, 38 Nitrazepam

7 Bensedin 39 Oxycotin
8 Budecort' Respules 1mg(8udeson|de) c-19 40 Oxycodone
9 Budesonide 200mg inhaler c-19 41 Oxynorm

10 Concerta 42 Promathazine

11 Codein 43 Pregabalin

12 Colchicine 0.5mg 44 Percocet

13 Cialis 45 Provigil

14 Clonazepam 46 Roxicodone

15 Clonazolam 47 Reductil

16 Cocodamol 48 Ritalin

17 Cephalexin 250/500mg ¢-19 49 Seconal

18 Diludid 50 Subutex

19 Desoxyn 51 Suboxone

20 Doxycycline 100mg ¢c-19 52 Sobril

21 Dexadrine 53 Tamazepam Gel
22 DHC 54 Tramadol

23 Diazepam 55 Vicodin

24 Fentany! 56 Viagra

25 Flumoxamine 50mg c-19 57 Vicoprofen

26 Hydrocodone 58 Xanax

27 Hydroxychloroquine 200/400mg C-19 59 XTC

28 Imovane 60 Zopiclone

29 Ivermectin 3/6/12mg C-19 61 Zolpidem 4G 10:53 AM

Graphics 15 and 16: Telegram channel dyzxand’s message listing pills available for purchase.”

Conclusion

The DSA places greater responsibility on social media companies for maintaining the safety of their
platforms. lllegal pharmaceutical sales and the other illicit activities they are frequently associated with
pose a risk to social media users and present a challenge for T&S teams. The operators’ circumvention
of content moderation and their ability to rapidly solicit buyers through CIB networks makes it difficult
and time-consuming to identify and remove violative content. Nisos’ expertise in identifying indicators
of illegal activity and content moderation avoidance across the broad spectrum of social media
platforms uniquely positions us to help T&S partners identify and remediate dangerous content.

Shttps://t[.]Jme/dyzxand/4644
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