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Employment fraud poses a significant risk to companies that depend heavily on a remote workforce.
Successful employment fraud investigations rely on a combination of Open Source Intelligence (OSINT)
and internal investigation components. Human Resource or Corporate Security professionals often do
not have the time and resources to perform appropriate OSINT searches and thus rely on Managed
Intelligence service providers, such as Nisos, to perform comprehensive OSINT research, often at the
direction of legal counsel under attorney-client privilege, to assist in the investigation. Nisos
investigators provide an example of initial research in an OSINT investigation looking for duplicated
and appropriated resume content based on a resume that has been identified by a third party as
involved in employment fraud related activities.

Nisos identified five freelance personas probably used by Democratic People’s Republic of Korea
(DPRK, a.k.a. North Korea) information technology (IT) workers to fraudulently obtain remote
employment from unwitting companies not just in the United States, but also Europe and Asia.

● Investigators found one persona by searching for exact copies of a resume provided by a United
Nations Security Council report.

● Investigators found three additional personas by searching for exact copies of work experiences
identified for the first persona.

● Lastly, investigators conducted an image search for one of the profile photos of the first
persona, which revealed another persona with the same image.

Investigators found that each of the five personas used the same tactics, techniques and procedures
(TTPs) identified in the Nisos December 2023 research post, specifically appropriating resume content
and highlighting experience in blockchain transactions.1 Investigators also found that three of the five
personas appropriated names and profile photos from other individuals, including individuals based in
the US, and in one case digitally manipulated the profile image, to create accounts on freelance
websites.

Appropriated Resume Content - Experience in Blockchain

In March 2024, the United Nations Security Council circulated a panel of experts report which
highlighted that DPRK nationals working overseas earn income in violation of sanctions, including in
the information technology, restaurant and construction sectors.2 In the report, the panel highlighted
the below falsified DPRK IT worker resume, which focused on the persona’s experience as a Full Stack
and Blockchain developer. Investigators used the first two paragraphs of the resume to initiate an
investigation in an attempt to identify other personas probably used by DPRK IT workers.

2https://www.securitycouncilreport[.]org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/S%202024%
20215.pdf

1https://www.nisos[.]com/research/dprk-it-worker-scam/
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Graphic 1: Falsified resume content.

Alfred Yin

Nisos investigators identified two freelancer accounts for “Alfred Yin” that both use the same resume
content as the falsified resume above. The two accounts use the same name and introduction language
as the previously identified resume; however the accounts show inconsistency in location, suggesting
that the accounts are probably used to appeal to potential clients in various regions. A closer inspection
of the profile photo from the second Alfred Yin account also reveals indications of digital manipulation,
namely that the face of the individual was likely pasted onto a stock suit and tie.

Graphic 2: Freelance account 1 for Alfred Yin.3

3https://www.freelance[.]hr/en/freelancers/alfred-yin/20004
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Graphic 3: Freelance account 2 for Alfred Yin.4

Graphic 4: A close up of the profile photo of account 2 for Alfred Yin, which reveals likely digital manipulation.

Appropriated Resume Content - Website Design

Nisos investigators identified six freelancer accounts for three personas that used the same resume
content as Alfred Yin’s account 2. Yin’s account 2 claims to have worked for Evernote as a Full stack
developer between August 2014 and November 2017 and listed a number of experiences and
achievements. Nisos investigators identified the same experiences, with slight variations, on three

4https://cakeresume[.]com/me/alfred-yin
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freelance separate freelance accounts, suggesting they are personas used by the same probable DPRK
actors to appeal to different client sets.

Graphic 5: Resume Experience for Alfred Yin account 2.5

Freelancer A

Investigators found the following freelancer accounts for Freelancer A, based on research for the
appropriated resume content for Alfred Yin. Freelancer A and Alfred Yin list the same employers and
work achievements, including misspelling “Cheif” Information Officer. Investigators also found that the
profile image as well as the name of the persona were appropriated from a US based individual with
the same name. The active Paypal account suggests that the Freelancer is still actively looking for
employment as of mid September 2024. A review of the portfolio associated with the persona found
that the user appropriated the content from other Freelance developers.

5https://www.cakeresume[.]com/me/alfred-yin
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Graphic 6: Resume Experience for account 1 for Freelancer A.6

Graphic 7: Resume Experience for account 2 for Freelancer A.7

7https://www.freelancer[.]com/u/rockstardevs11

6https://www.lancers[.]jp/profile/xxxx_xxxx/
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Graphic 8: Example of account 2 for Freelancer A bidding on a project.8

Graphic 9: Example of the portfolio for Freelancer A
account 2.9

Graphic 10: Example the portfolio for another developer.10

10https://www.freelancer[.]com.bd/u/prakash2813

9https://www.freelancer[.]ca/u/rockstardevs11

8https://www.freelancer[.]ca/projects/python/english-nlp-for-bid-document
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Graphic 11: Resume Experience for account 3 for Freelancer A.11

Graphic 12: Resume for account 4 for Freelancer A.12

12https://www.founderio[.]com/entrepreneur/3432915

11https://www.xing[.]com/profile/xxxx_xxxxxxxxxxr
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Graphic 13: Paypal account for Freelancer A.13

Ken Lee

Investigators identified another persona, Ken Lee, based on their use of the appropriated resume
content from Alfred Yin. Lee and Yin list the same employers and work achievements, including
misspelling “Cheif” Information Officer. Investigators also note that Lee is interested in Blockchain and
Crypto.

Graphic 14: Resume Experience for Ken Lee.14

Lindsey Hildebrand

Investigators found the freelancer account for Lindsey Hildebrand, based on research for the
appropriated resume content from Alfred Yin. The two personas list the same employers and work
achievements, including misspelling “Cheif” Information Officer. Investigators also note that Lindsey

14https://laborx[.]com/freelancers/users/id308415

13https://www.paypal[.]com/paypalme/rockstardevs11
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Hildebrand is interested in Blockchain and Crypto. The account also links to a Github account that is no
longer active.15

Graphic 15: Resume Experience for Lindsey Hildebrand.16

Appropriated Photos

Nisos investigators found that the individual in the profile image for the Alfred Yin account 1,
highlighted above, is really Daniel Holmes, the former creative director for Jack Morton Worldwide. The
photo was likely taken from an article describing Mr. Holmes’ next employment opportunity.17

Investigators found that the same photograph was also used on another freelance account likely used
by DPRK IT workers to fraudulently obtain remote employment from unwitting companies in the United
States.

17https://www.prweek[.]com/article/1591231/hill+knowlton-strategies-names-daniel-holmes-ny-creative-director

16https://laborx[.]com/freelancers/users/id308415

15https://github[.]com/istar07
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Probable Additional DPRK Accounts

Nisos investigators identified an additional persona with two freelance accounts based on research on
the photograph of Daniel Holmes. The account focuses on experience with two large unidentified
international companies and a background with remote client work. The two accounts used the same
name and location, however the accounts showed inconsistency in experience and profile photo,
suggesting that the accounts are probably used to appeal to different potential client sets.

Graphic 16: Freelance account 1 for Margaud Jin.18

Graphic 17: Freelance account 2 for Margaud Jin.19

19https://www.xing[.]com/profile/Margaud_Jin

18https://www.cryptotask[.]org/en/freelancers/margaud-jin/21574
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How Can Nisos Help You?

Successful employment fraud investigations rely on a combination of external and internal
investigation components. Nisos’ non-attributable investigation methods combined with our client’s
own network infrastructure research have successfully identified DPRK remote worker employment
fraud and traditional employment fraud indicators. Partnering with an intelligence and investigations
firm like Nisos can help enterprise leaders more quickly understand, prevent and in some cases cease
unwanted activity within their companies to protect their own and their client’s sensitive data.

About Nisos®

Nisos is the Managed Intelligence Company. We are a trusted digital investigations partner, specializing
in unmasking threats to protect people, organizations, and their digital ecosystems in the commercial
and public sectors. Our open source intelligence services help security, intelligence, legal, and trust and
safety teams make critical decisions, impose real world consequences, and increase adversary costs.
For more information, visit: https://www.nisos.com.
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