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Executive Summary
Nisos researchers, in conjunction with Chainalysis, investigated a network of Twitter accounts
associated with a non-fungible token (NFT) scam that attempted to pose as legitimate and
sometimes popular NFT stores. Tweets from these Twitter accounts link to fraudulent NFT stores
that attempt to access a potential victim’s wallet in order to steal and likely resell NFTs.

This scam targets individuals interested in minting NFTs that they believe are associated with
legitimate NFT stores. Through these fraudulent sites, the scammers gain access to the victim’s NFT
wallet after being tricked into granting an NFT transfer to the scammer when the victim believes they
are accepting the minting of a new NFT. This then allows the scammer to remove an NFT and possibly
Ethereum funds from wallet services.

Nisos identified a network of thousands of Twitter accounts involved in producing tweets to advertise
these fraudulent NFT stores, with thousands of additional accounts disseminating these tweets
through quote tweeting.

Twitter accounts that propagate links to the scam sites generally follow three Twitter accounts, many of
which are associated with Indonesian persons and services, suggesting that the fraudulent actors
running this scam are located there; however, the actors could be conducting the scam from one or
more locations with the use of VPNs and other security measures.

While it is difficult to determine the total dollar loss, wallets associated with the scam websites have
received hundreds of transactions ranging from tens to hundreds of dollars since the scam began in late
July 2022. While some wallets were used across hundreds of scam-associated domains, some wallets
were possibly only associated with a handful.

Nisos conducted its research and analysis on these tweets with a cut off of 11:59 pm on 11 October, as
new Twitter accounts and fraudulent NFT stores continue to appear each day. However, some analysis
and examples on crypto wallets or processes used by the scammers have been pulled from subsequent
dates to capture transactions and formats of interest.
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Findings
Nisos identified the following characteristics of the operation between 26 July and 11 October 2022;
however, we note that these patterns and processes persisted following our analytical cutoff date:

1. Thousands of Twitter accounts are responsible for producing tweets that are linked to nearly
1,000 fraudulent NFT store sites.

2. The producing tweets have followed roughly two main formats, with the first version of the
tweets prevalent between 26 July and early October and the second format prevalent through
11 October. Other variations of the tweets also were shared.

3. Thousands of additional Twitter accounts form multiple networks and are responsible for
disseminating the original tweets through quote tweeting. These disseminating accounts
generally all follow three Twitter accounts and have zero followers.

4. The disseminating Twitter accounts each tagged roughly a dozen random accounts in each of
their quote tweets, including both accounts for individuals with small numbers of followers
who did not appear connected to NFTs, as well as major NFT-related accounts with thousands
of followers.

5. Of the three accounts followed by the disseminating Twitter account networks, most were
located in or associated with Indonesia, suggesting that is where the scammers are located.

6. The scam websites trick victims into granting access and approving transfers to the scammers
through fraudulent prompts on the site. The victims believe they are granting permission to
mint a new NFT when they are actually approving the transfer of an NFT.

7. Multiple wallets are used to receive funds and NFTs through the scam sites, although the
operation probably relies on a handful to act as the first layer in receiving funds from victims
across the majority of its scam sites.

8. Some of the most commonly used wallets possibly attempt to mask the movement of currency
by first transferring funds outside those wallets - where funds are first received by victims
probably in Ethereum - in currencies other than Ethereum.

9. Over 500 domains associated with the NFT scam were registered to a single IP address, while
the scam also implemented additional IP addresses to which roughly a dozen scam-related
domains each were registered. The total number of IP addresses used in the scam is unknown.
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Graphic 1: Flow of Producing Twitter accounts containing links to scam website domains being propagated by
Disseminating Twitter accounts. Victims of the scam domains then lose their NFTs to the fraudsters, which are likely

resold. This type of network is repeated numerous times across the scam.

Background
In late September, Nisos researchers identified multiple Twitter accounts sharing NFT-related posts in a
nearly identical format that linked to an alleged NFT store. The accounts that were quote tweeting
these NFT-related posts were each following three other Twitter accounts and had zero Twitter
followers. Each of the posts shared by the NFT-related accounts used language and emojis in an
identical fashion.

© Nisos - All Rights Reserved | NFT Scam Research - November 2022 5



Graphics 2 - 4: Examples of Twitter accounts quote tweeting nearly identical posts advertising alleged NFT stores.1 2 3

3 https://twitter[.]com/Aranacth84/status/1578753140723421186

2 https://twitter[.]com/hoggdoteth70/status/1578583389493657606

1 https://twitter[.]com/rrraadddaa54/status/1578330765880098816
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Graphics 5 - 7: Account information for the NFT-store related tweets in the above examples, as of 7 October 2022.4 5 6

Twitter account @WhIsBe_c was attempting to impersonate Twitter accounts @WhIsBe and
@WhisbeValndalz through both the account names and the type of NFTs that it alleged to sell.

6 https://twitter[.]com/Imaginry_Ones_

5 https://twitter[.]com/_Imaginry_Ones

4 https://twitter[.]com/WhIsBe_c
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Twitter accounts @_Imaginry_Ones and @Imaginry_Ones_ were attempting to impersonate Twitter
account @Imaginary_Ones. Both of the imposter accounts regularly retweeted posts from the
legitimate accounts. We note that the larger network of accounts involved in this scam followed the
same impersonation pattern with additional NFT sellers.

Graphics 8 and 9: Real @WhIsBe and @whisbevandlaz Twitter accounts, as of 7 October 2022.7 8

Graphic 10: Real @Imaginary_Ones Twitter account, as of 10 October 2022.9

Format of Scam Tweets
Nisos identified at least two main formats for the tweets produced by these accounts, one of which
contains a grammatical error. The first format - using the phrase “because of the bear market of the
market” was the main pattern through roughly 2 October, when tweets of the second format - using
“because of the bear market” - became more common.

We note that additional tweets have created variations on this format. For example, starting roughly 6
October, versions of the tweets replaced “Because of the bear market of the market” and “Because of
the bear market” with “We’re working with our partners on the best timing to announce”.

9 https://twitter[.]com/Imaginary_Ones

8 https://twitter[.]com/whisbevandalz

7 https://twitter[.]com/WhIsBe
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Graphics 11 - 13: Example of format 1 (left) and format 2 (right), as well as the recent variation (bottom).10 11 12

First Scam Tweet
On 26 July, what is probably the first tweet attributed to this network was posted by Twitter account
@MutAnt_MusksNFT. We note that similar tweets by this or other accounts were not produced until 26
August.

Graphic 14: Graph of first tweet on 26 July and production of similar tweets beginning and continuing from 26 August.

12 https://twitter[.]com/_TribePass_s/status/1580039192720986113

11 https://twitter[.]com/WhIsBe_c/status/1578289754595991552

10 https://twitter[.]com/WAGMI_United/status/1576556589213188096
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Graphic 15: Tweet from 26 July 2022.13

Following a month gap, Twitter account @CryptoNnja_NFT produced the first tweets that followed the
same format: mentioning “the bear market of the market” and the minting of 300 NFTs. This account
had more tweets and followers previous to these postings than the other accounts that produced and
disseminated these tweets later in the operation. As of 13 October, the account had not posted since 26
August.

13 https://twitter[.]com/MutAnt_MusksNFT/status/1552003713849786368

© Nisos - All Rights Reserved | NFT Scam Research - November 2022 10



Graphic 16: Post from 26 August by @CryptoNnja_NFT.14

14 https://twitter.com/CryptoNnja_NFT/status/1563063943320715264

© Nisos - All Rights Reserved | NFT Scam Research - November 2022 11



Wide Network of Tweet Sources
As of early October, the three accounts that retweeted the posts created by the @WhIsBe_c,
@_Imaginry_Ones, and @Imaginry_Ones_ accounts had previously also retweeted posts from
additional accounts that created identical posts and almost certainly belonged to the same user or
users, including (but not limited to):

● @WhIsBe_c
● @_Imaginry_Ones
● @Imaginry_Ones_

● @_Krapopolis
● @quirkiesnft_c
● @quirkiesnft_d

● @SanSound3_
● @Pixelmon_s

The above accounts were all created in 2020. Based on the use of an underscore and a letter in accounts
like @quirkiesnft_c and @quirkiesnft_d, as well as the use of an underscore and the letter c in
@WhIsBe_c, it is likely that these accounts have already created or are prepared to create numerous
identical versions as each account gets shut down, possibly rotating through each letter of the alphabet
in the different versions. A sampling of usernames utilized by accounts that produce these tweets in
Appendix A demonstrates this pattern of slight variations.

Graphic 17: Small sampling of Quirkies-related real (top) and fake accounts.15

We also note that the accounts that share these tweets likely make up multiple networks, based on
similar tweets from other accounts being propagated by a large number of accounts unassociated with
the ones that had shared the previously identified posts. This suggests a delegation of responsibilities
between these numerous accounts that produce and disseminate the tweets being organized in a
manner for certain accounts to propagate the posts by specific producers.

Between 26 July and 11 October 2022, roughly 5,850 original tweets by over 3,000 Twitter accounts
produced these tweets in the nearly identical pattern, with the only significant variations relating to the
specific fake NFT store it was advertising. Thousands of other accounts then took those tweets and
disseminated them through massive quote tweeting.

15 https://twitter[.]com/search?q=quirkiesnft_&src=typeahead_click
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Graphic 18: Timeline of production of these tweets - as well as their retweeting and quote tweeting. The earliest tweets
of this nature appear to have occurred on or around 26 July.

Scam Operation and Processes
Propagation Through Twitter Networks
Using this context, Nisos researchers identified a vast network of Twitter accounts involved in
propagating the scam whose intent is to steal NFTs or funds from wallets by leading potential victims to
its websites. The scammers appeared to advertise solely on Twitter, using what Nisos will furthermore
refer to as Producing and Disseminating Twitter accounts. [See Appendix B for a list of websites
advertised by the Producing tweets.]

On 7 October, Nisos identified that a tweet by imposter account @WhIsBe_c - which had zero followers
and was following zero accounts - was quote tweeted 125 times in less than 12 hours. Our analysis
identified that the accounts that quote tweeted this post - and were therefore Disseminating Twitter
accounts - matched the profile of having zero followers and were following roughly three
Indonesia-associated or major accounts. We note that all 125 accounts quote tweeted the post twice,
except for one, @JoshOddOneOut23. This difference in the number of quote tweets almost certainly
holds no significance regarding the account’s potential role and influence, and we assess this account
to be part of the network, based on it being followed by zero accounts and its following of three
accounts, including Netflix Indonesia.16

Out of the three accounts followed by most of the 125 Disseminating Twitter accounts, the most
common accounts were generally Indonesian services and artists with millions of followers including
music artist Fiersa Besari and Indonesia news stations Compass TV, Metro TV, and Detikcom. We17 18 19 20

also note that many of these Disseminating accounts that quote tweeted the posts by the Producing
accounts were created in September 2022, soon before they participated in disseminating the tweets by
the Producing Twitter accounts.

20 https://twitter[.]com/detikcom

19 https://twitter[.]com/Metro_TV

18 https://twitter[.]com/KompasTV

17 ​​https://twitter[.]com/FiersaBesari

16 https://twitter[.]com/JoshOddOneOut23/following
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Disseminating accounts also attempt to increase their audience by each tagging roughly a dozen
additional Twitter accounts in their quote tweets. These tagged accounts include both smaller,
seemingly random accounts with small numbers of followers that appear to have no public interest in
NFTs or cryptocurrencies, as well as tagging NFT and crypto-associated accounts with thousands of
followers. No pattern was identified for the accounts tagged, as the process and distribution appeared
to be random.

Graphics 19 - 22: Sampling of Disseminating accounts that retweet posts by Producing accounts; each has 0 followers, is
following 3 accounts, and has a creation date of September 2022.21 22 23 24

24 https://twitter[.]com/aranacth84

23 https://twitter[.]com/barney08walkin

22 https://twitter[.]com/cryptopogbot95

21 https://twitter[.]com/skin_buber11
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Graphic 23: Post by @WhIsBe_c from 7 October that had 125 quote tweets in less than 12 hours.25

25 https://twitter[.]com/WhIsBe_c/status/1578289984557105152?cxt=HHwWgICqoZ-Ym-crAAAA
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Below are all the Disseminating accounts that shared the post by Producing account @WhIsBe_c within
the 12 hour period following its posting on 7 October. We note that no additional interaction or activity
followed that period.

@04Valhal
@25_fateehah
@314Brenden
@420apes82163053
@4SQUAD68231437
@AHCrypto527
@AJH_NFT82
@AfganTambusai00
@AlineworldNFT62
@Aranacth84
@Barney08Walkin
@BlacyDao5
@BlockheadsXyz50
@Carest17Armani
@CarrieJ25376545
@Chaneyyyy2266
@ChristanCase36
@ChristinaPelz21
@CoindetectNet50
@CosmikinNFT78
@Crypto06Dylo
@CryptoPogbot95
@CuddlyDolls94
@DewantoFredy37
@DilarZone12
@DispatchXYZ27
@DogeSkulls29
@Dopeoneup26
@Dorrako_TTV08
@EduardA37879112
@EldoraOtano56
@Epiccantona39
@Eth68Miletea
@FancyFinzNFT46
@FredM_nft90
@GAKU38455165141
@Garu32902219
@GinToni63972752
@HIMarineLife12
@HZrd3101
@Iz2DOESNFTS155
@Izzaye114

@JJay081315
@JassherDan82
@Jaxww855
@JengaNoob74
@JoshOddOneOut23
@JustyouniH67
@Kewity4K15
@LGoBrand0n16
@MARIOJU55816076
@MEERKATSNFTs20
@Madonna16Crypto
@MalyMichas79
@MamiChocolat302
@Mark_Zilbert084
@Maryart49727912
@Mateo77eth392
@MattGervasio76
@MdAlFahad2626
@Mercurian402010
@MevenRekt35
@Mg26Angel
@N77Kelin11
@NeriStepn28
@NftIlove03
@P21Chanpyae
@P7037Praveen
@PA81600474
@RIFAT1324190591
@R_LondonIP58
@RossRousan40
@RyanJun22139942
@Scarbor73573701
@SokuriEth12
@Solgod24732
@Sunnyeth12
@Thu19Lessly
@TradeBymaster69
@Travelers198814
@TroyCorkery68
@alanahlam801
@andrian78035562
@araturoll67

@azharnirob551
@beratgur7SL76
@blackwa59852436
@bluesimpping26
@booster_theme29
@boxxiegaming65
@bubbliesIO95
@christiepost47
@deyetos971
@glinton22816468
@grindbakri591
@hamidk29779
@hanthorncrab16
@iamskingpaul32
@ijaganathankk51
@illuminomi69031
@its_LaJay44
@jakemiddy61
@jogrNFT43
@markoiskander14
@mdrubel49486563
@mercuryart2467
@michael01322670
@millioncap25
@mobythepope70
@mr300_eth31
@nicolahahn1477
@pepenkeden89
@r_mhmady99
@reachth06567004
@rei_sobrino38
@rffsolution901
@sanpelo_98
@skin_buber11
@still_scripts21
@theconcrypto17
@theoverarch24
@verifcatn01
@vicugna202221
@w7018454661
@yukich8844

© Nisos - All Rights Reserved | NFT Scam Research - November 2022 16



Evidence of Extensive Twitter Networks
Nisos researchers assess that the network responsible for the NFT scam implements bots and other
automated tools in an attempt to disseminate its posts from its minimally-followed accounts. For
example, as of 10 October, a post by Producing account @_Imaginry_Ones from 4 October had almost
4,000 quote tweets by Disseminating accounts similar to those previously identified with zero followers
and who followed roughly three accounts of generally Indonesia-based entities.

Graphics 24 and 25: Quote tweets on a 4 October post by @_Imaginry_Ones as of 10 October.26

As well, a similar tweet by Producing account @HELIX_Metaversi was posted on 7 October, and as of 10
October, it had over 3,840 quote tweets.

26 https://twitter[.]com/_Imaginry_Ones/status/1577214364074975233
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Graphic 26 and 27: Post by @HELIX_Metaversi on 7 October, with over 3,840 Quote Tweets by 10 October.27

Nisos researchers identified a sampling of the account networks responsible for the roughly 4,000
quote tweets of both the @_Imaginry_Ones and @HELIX_Metaversi posts by identifying roughly 430 of
the Disseminating accounts that quote tweeted each post. In this roughly 11% representation of the
quote tweets for each post, we note that there was not a single Disseminating account that had shared
both posts. While the sampling size is small and does not eliminate the chance that there are accounts
involved in disseminating both tweets, this demonstrates the magnitude of Disseminating accounts
created to share posts by the Producing accounts and suggests that each Producing account or a small
number of them together may each have their own designated network of Disseminating accounts.
[See Appendix C for Disseminating account samples.]

Victims
The websites linked to these Twitter posts use a technique commonly used in these types of scams,
whose coding kits to support draining NFT wallets can be purchased by potential threat actors often for
less than $150. This scam attempts to target individuals interested in buying or claiming NFTs by
convincing them to connect their wallets to the scam website. When a victim connects their wallet and
attempts to sign the message as a means to “prove” to the website that the user has the correct
associated ownership keys for that wallet - a common practice on legitimate sites - the scammer is then
given access to the wallet. The victim is then further convinced to click on prompts from the scam site,

27 https://twitter[.]com/HELIX_Metaversi/status/1578529947596955649
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allegedly agreeing to mint a new NFT when in reality the scam site is getting contractual approval from
the victim to transfer NFTs from the victim’s wallet to the scammer’s wallet.28

As an early example of these actions, the fraudulent NFT store advertised by the first tweet in this scam,
produced on 26 July [see previous First Scam Tweet section] - https://mutant-musks.wl-pre[.]com - was
associated with wallet 0x575C82Bb91196C35Ef3De283F34c81c5A56805CD. This address was identified
as having partaken in an NFT theft on 10 July - roughly two weeks before the first tweet in the scam’s
perpetuated format was produced. As shown in this example, the scammers profited off of the theft by
then selling the stolen NFTs.

Graphic 28: Tweet from 10 July by @Eugeneglen1, claiming the wallet associated with
https://mutant-musks.wl-pre[.]com had stolen an NFT and sold it to another individual.29

29 https://twitter[.]com/Eugeneglen1/status/1546045945808551937

28 ​​https://cujo[.]com/nft-scam-as-a-service-a-scam/
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Graphics 29 - 31: Example of scam-associated https://azuki-nft[.]bond identified as part of the scam process by a
Twitter account that identifies phishing and other scams.30 31

31 https://twitter[.]com/1c4m3by/status/1578341586580426754

30 https://twitter[.]com/phishunt_io/status/1578098045559853056
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Possible Acquisition and Creation of Twitter Accounts
Producing Twitter accounts @WhIsBe_c, @_Imaginry_Ones, and @Imaginry_Ones_ were created in
March and April 2020, but have had limited original posts before their early October 2022 creations of
NFT scam tweets. This suggests that the accounts were created years ago with this eventual purpose in
mind or that the accounts had been previously used and repurposed - by the original account creators
themselves or through account theft - for this scam.

On 1 and 5 April 2020, the possible creator of @_Imaginry_Ones posted photos that are potentially
attributed to the user of the account, based on the text associated with the tweets. We were unable to
confirm if the account still belonged to the same individual or if this account was stolen to participate in
the scam against the original creator’s will or knowledge.

The posts had likes from two accounts, both who claimed their location as Nigeria, which matched the
location of most of the account’s early followers. Other Producing accounts attempted to increase their
legitimacy by first having other types of posts, particularly by retweeting posts by the legitimate NFT
stores they were attempting to impersonate or, possibly in this case, by leaving tweets produced by the
original account creator.

Graphics 32 - 34: Photos of the possible creator and/or user of @_Imaginry_Ones, posted in April 2020.32 33 34

We also identified that Disseminating Twitter accounts likely stole information from other legitimate
accounts in order to quickly create fake profiles. For example, Disseminating account @vor0nov96 -
created in September 2022 - included profile information in its description, including a Twitter handle
and email address - that is actually attributed to Twitter account @1Drizz, which was created in January
2012. Similarly, images from Twitter and other social media sites were stolen and repurposed on
Disseminating and Producing accounts, probably as a means to boost their legitimacy.

34 https://twitter[.]com/_Imaginry_Ones/status/1247040792310448128

33 https://twitter[.]com/_Imaginry_Ones/status/1245430949015412741

32 https://twitter[.]com/_Imaginry_Ones/status/1245431473143975939
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Graphics 35 and 36: Twitter account @vor0nov96 (top) stole most of its account bio from @1Drizz (bottom). 35 36

36 https://twitter[.]com/1Drizz

35 https://twitter[.]com/vor0nov96
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Graphics 37 and 38: A photo from YouTube account Filip Halmo, created in February 2021 (top), was used in
Disseminating account @Miropoly33 - created in September 2022 (bottom).37 38

Graphics 39 and 40: Examples of two Disseminating accounts that shared the same profile picture and had retweeted
separate Producing accounts’ posts within a 10 minute period on 18 October.39 40

40 https://twitter[.]com/patel52595802

39 https://twitter[.]com/9349Ram

38 https://twitter[.]com/Miropoly33

37 https://www.youtube[.]com/channel/UC6RD7cG_03IVSCLMgvyLxLw/about

© Nisos - All Rights Reserved | NFT Scam Research - November 2022 23



Graphic 41: The image is attributed to Florida-based Kati Reigeluth, whose account was created in February 2022.41

Crypto Wallets
Wallet 0x082666F545eC0c9Aa60f2F02D175DA4955b954Ae
Nisos researchers identified that, for domains associated with scam websites [identified in Appendices
B and D], at least 230 were associated with wallet 0x082666F545eC0c9Aa60f2F02D175DA4955b954Ae
[W1]. According to posts by multiple Twitter users between 30 September and 5 October, the wallet was
identified as involved in stealing multiple NFTs.

41 https://twitter[.]com/kati_reigeluth
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Graphics 42 - 44: Wallet 0x082666f545ec0c9aa60f2f02d175da4955b954ae involved in NFT scams.42 43 44

44 https://twitter[.]com/scamsniffer_/status/1577792739034505218

43 https://twitter[.]com/scamsniffer_/status/1576934048555040771

42 https://twitter[.]com/scamsniffer_/status/1576092126252863488
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Nisos analysis identified that between 30 September - when W1 first began transactions - and 11
October, it sent funds exclusively to wallet 0xb6bd9f4c672c95c2ffaafa994a239eaa52f3299f [W2]; all of
these transfers from W1 to W2 were in currencies other than Ethereum.

W2 then outflowed money to numerous other accounts, although its largest recipients were
0x7e1fedd654e8347354e03650514a3122b41025da [W3] - 34.54 ETH equaling $45,745.08 - and
0x1cfe136238aa20db58d828a099a4bbe5b8dca7e7 [W4] - 6.80 ETH equaling $8,716.59.

W4 has sent the vast majority of its funds to W3 - 48.50 ETH equaling $63,956.43 - providing this whole
sum between 19 and 25 September in eight transactions. We note that W3 has sent out less than $1,000
since 18 September, suggesting that it may hold a significant amount of the scam’s income.

We provide the below simplified depiction of these money transactions, noting that, unless stated
otherwise, these accounts received and sent money to additional accounts.

Graphic 45: Simplified flow of funds from W1 - the wallet associated with over 115 scam sites - to W3.

Wallet 0x9afDbc669f83f2Eb81f5cB3c12d26454cB9c0e27
Nisos researchers identified that, for the sites identified in Appendices B and D, at least 230 were
associated with wallet 0x9afDbc669f83f2Eb81f5cB3c12d26454cB9c0e27 [W5].

We note that, as of 19 October, all financial transactions for W5 - both inflow and outflow - occurred
between 12 and 14 October, with all outflow limited to currencies that did not include Ethereum.

© Nisos - All Rights Reserved | NFT Scam Research - November 2022 26



Wallet 0x85B9EC2787d47B2cFC21445d19aBa062CC3CE923
Nisos researchers identified that, for the sites identified in Appendices B and D, at least 100 were
associated with wallet 0x85B9EC2787d47B2cFC21445d19aBa062CC3CE923 [W6], including those
identified in the Wide Network of Tweet Sources section. On 7, 8, and 9 October, the wallet was
identified as involved in stealing multiple NFTs.

Graphics 46 - 48: Tweets from 7 and 8 October alleging that wallet 0x85B9EC2787d47B2cFC21445d19aBa062CC3CE923
was involved in NFT thefts.45 46 47

47 https://mobile.twitter[.]com/hodLdor_eth/status/1578786559494873088

46 https://mobile.twitter[.]com/scamsniffer_/status/1579074096385511424

45 https://twitter[.]com/scamsniffer_/status/1578553411695673344
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Nisos analysis identified that between 4 and 11 October, all of W6’s transfers in currency that was not
Ethereum were sent to wallet 0x39c09b00382c9d310f7be4d90d10980a9ea05dc7 [W7]. Any Ethereum
transfers from W6 to other wallets between 30 September - when the wallet appears to have been
created - and 11 October were in amounts less than $1,000.

W7 transferred Ethereum exclusively to wallet 0x6a3c380adaf667f580b115d056f6aff55e5193a5 [W8] in
eight transfers between 7 and 11 October - 40.90 ETH equaling $54,571.00.

As of 11 October, W8 had no outflow of funds, suggesting that it is used as an endpoint for at least some
of the funds acquired through the scam. We note that W8 had received significant Ethereum transfers
including:

● 78.10 ETH equaling $106,790.52 from 0xddd6578aaa0010808bb13b95c9838c440f8b682e
● 64.44 ETH equaling $102,507.91 from 0xfc99fe4c5beb2cd5dd648510f909a5dc0ef22daa
● 27.10 ETH equaling $35,092.06 from 0x34f3f4ba979e177a517970e014250cab61a80529

We provide the below simplified depiction of these money transactions, noting that, unless stated
otherwise, these accounts received and sent money to additional accounts.

Graphic 49: Simplified flow of funds from W6 - the wallet associated with over 100 scam sites - to W8.

© Nisos - All Rights Reserved | NFT Scam Research - November 2022 28



Additional Wallets
Nisos researchers also identified that multiple scam NFT websites were associated with additional
wallets, suggesting that - in addition to the previously identified wallets associated with a large number
of sites - the network utilizes a wide range of wallets to receive and disperse its money. For example:

● Wallet 0x8D30Ae75BAA378e1194d4F95146b712e794a0c42 was associated with xcopy.mintf.co
and renga.mintf.co.

● Wallet 0x685E7dB34eAe3320Fe1673b1507c12b6a6a19324 was associated with xqui.com and
deadfelaz.xyz.

● Wallet 0x2931BA7494123213A1Eab3BC9298EA07730Ab41b was associated with
krapopolisnft.mints-now.com.

● Wallet 0x41126e19981eB1bBFe92b1d1cc4Fe7104b044ab2 was associated with exosama.bond,
gangsterallstar.bond, helix-metaverse.cyou, kitaro.bond, and overlord.bond.

● Wallet 0x08bC4C07a72FD3bF26565516b5d6dE1FeE715885 was associated with
invisiblefriends.cyou and veefriends.bond.

Domain Registration
Nisos researchers identified almost 900 domains that were promoted by and linked to the Twitter
network in tweets between 26 July and 11 October in an attempt to sell scam NFTs or steal NFTs from
potential victims. The majority of these websites were registered to PrivacyGuardian[.]org, associated
with E. Highland Ave, Ste F104 in Phoenix, Arizona. We note that other IP addresses than those outlined
below were also associated with multiple scam sites, and provide the following only as examples.

IP Address 45.66.159.12
Many of the domains associated with the NFT scam were registered with IP address 45.66.159.12.
Additional research into this IP revealed over 500 sites associated with selling fake NFTs, some of which
had not been identified previously through the Producing Twitter accounts. [see Appendix D for list of
sites]

IP Address 138.197.184.124
Multiple scam-associated domains were attributed to IP address 138.197.184.124. For example,
helix-metaverse[.]cyou was associated with the IP address between 6 and 9 October, during which time
Producing account @HELIX-Metaversi shared its post advertising the domain, which received over 4,000
retweets by Disseminating accounts [see Wider Twitter Network section].

Nisos identified that - in order to reach this IP address and the associated domains below - the
scammers accessed the IP through Secure Shell (SSH) from IP address 47.57.241.129, associated with
Hong Kong. IP address 47.57.241.129 hosts glzy8[.]com, a Chinese-language site that describes itself48

as a free non-profit learning and exchange platform whose front page displays multiple apps and49

software for download.50

50 https://www.glzy8[.]com/

49 ​​https://www.glzy8[.]com/about/about.html

48 https://whatismyipaddress[.]com/ip/47.57.241.129
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It was unclear if there was any direct association between the scammers and this site.

Graphic 50: Front page of glzy8[.]com, as of 14 October 2022.51

Research into IP 138.197.184.124 revealed additional NFT scam-associated sites connected to the IP:

8liensnft.xyz
azragames.bond
exosama.bond
gangsterallstar.bond

helix-metaverse.cyou
invisiblefriends.cyou
kitaro.bond
overlord.bond

premint-mint.xyz
rareapepeyc.top
veefriends.bond

Of the 11 domains identified as associated with IP address 138.197.184.124, seven were still active as of
14 October. Five of the domains were associated with wallet
0x41126e19981eB1bBFe92b1d1cc4Fe7104b044ab2, while two were associated with
0x08bC4C07a72FD3bF26565516b5d6dE1FeE715885, neither of which had significant transactions to
indicate wide success in gaining victims.

IP Address 159.89.95.203
IP address 159.89.95.203 was associated with scam-connected domains. For example,
apehatersclub.bond was associated with the IP address from 28 September to 11 October 2022, during
which time Producing account @hyunjinn1m tweeted a link to the site.

51 https://www.glzy8[.]com/
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Research into this IP address revealed additional NFT scam-associated sites connected to the IP, all of
which were no longer active as of 13 October:

akuworld.cyou
astrobotsociety.cyou
apehatersclub.bond
azuki-nft.bond

apereunion.bond
everdome.cyou
gemxyz.biz
kaijukingz.cyou

mint.kaijukingz.cyou
qkhan.me

Graphic 51: Tweet by @hyunjinn1m on 29 September advertising a scam domain.52

IP Address 157.230.10.75
IP address 157.230.10.75 was associated with scam-connected domains. For example,
genuineundead.bond was associated with the IP from 26 September to 12 October, during which time a
tweet linking to the domain was posted.

52 https://twitter[.]com/hyunjinn1m/status/1575720234974994432
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Research into this IP address revealed additional NFT scam-associated sites connected to the IP, all of
which were no longer active as of 13 October:

app.wilderworld.bond
freemint.gabrieljweis.club
freemint.genuineundead.bond
gabrieljweis.club
galaxis.bond

genuineundead.bond
godhatesnftees.bond
dragonfish.cyou
lilheroes.cyou
metalcore.bond

mint.yieldguild.biz
ninja-dao.top
rebelbots.cyou
wilderworld.bond
yieldguild.biz

Graphic 52: Tweet from 29 September by Producing account @FaloFall advertising genuineundead.bond.53

53 https://twitter[.]com/FaloFall/status/1575534978863362048
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Graphic 53: User on Twitter issuing warning that these domains - identified as associated with this IP - were probably
fraudulent.54

IP Address 142.93.13.149
IP address 142.93.13.149 was associated with scam-connected domains. For example,
undeadblocks.cyou was associated with the IP from 24 September to 9 October 2022, during which
time Producing account @Na07111959 tweeted a link to the site on 26 September.

54 https://twitter[.]com/milannshrestga/status/1576077133520441344
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Research into this IP address revealed additional NFT scam-associated sites connected to the IP, all of
which were no longer active as of 13 October:

angrycat.bond
app.wgminterfaces.cyou
metabountyhunters.biz
netvrk.bond

shrapnel.bond
sneakerheadsoff.bond
socialbees.bond
spaceriders.bond

squiggly.bar
ultiverse.biz
undeadblocks.cyou
wgminterfaces.cyou

Graphic 54: Tweet by Producing account @Na07111959 advertising undeadblocks.cyou on 26 September.55

IP Address 161.35.112.163
IP address 161.35.112.163 has likely also been used in the NFT scam. As of 13 October, no tweets from
Producing accounts advertising these domains remained viewable; however, multiple Producing
accounts shared name similarities with these domains and match the patterns identified for the
previous IP address. For example, multiple Producing accounts containing degentoonz (@_degentoonz
and @degentoonz_1) have advertised domain degentoonznfts.xyz, suggesting that the
Degentoonz.cyou domain associated with this IP was potentially shut down or abandoned with the
alternate advertised version favored by the scammers.

55 https://twitter[.]com/Na07111959/status/1574537596201738240
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Research into this IP address revealed additional NFT scam-associated sites connected to the IP, all of
which were no longer active as of 13 October:

avium.bond
bullsapesproj.bond
degentoonz.cyou
forgottenrunes.biz

foxfam.bond
genopets.bond
infinigods.cyou
lootproject.biz

mint.genopets.bond
x2y2nft.bond

Two accounts who do not fit the normal profile for those associated with the scam tweeted two of these
domains without additional context.

Graphics 55 and 56: Two posts sharing the domains that break the general pattern.56 57

57 https://twitter[.]com/aleksmentiuk/status/1577414633618657282

56 https://twitter[.]com/SarahHe83979228/status/1573215113141784576
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Appendix A: Original Producing Tweets
The following list of over 3,000 Twitter accounts are those that originally produced scam NFT tweets in
the identical format between 26 July - when the first related scam tweet was produced - and 11 October
2022. In that time period, these accounts produced over 5,850 original tweets related to the scam,
which were then disseminated by many other Twitter accounts.

@041gr06trlu5ylb
@09anaaa1
@0n1Forrce
@0n1IForce
@0n1lForce
@0NEW0RDBRICK
@0riginsNFT
@0rigins_NFT
@0therslldeMeta
@0utland_art
@0xHabboNFT
@10KTFs_hop
@123fatis1
@1903efekentli
@1b1ock_official
@1bIock_officiaI
@1block_officia_
@1C0Drops
@1CODrops
@1cryptophunksv2
@1fewocious
@1moonbirds_
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@1oktfshop
@1os_muertosNFT
@1Qjdgz1c7yfKWkc
@1z6j3AF4CfvXVix
@1_AlphaKongsClu
@1_arts_dao
@1_ATSNFT
@1_BBRCOfficial
@1_blitmap
@1_BokiNFT
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@1_Coniunio
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@1_deekaymotion

@1_DegenToonz
@1_doodles_
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@1_ExosamaNFT
@1_fewocious
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@1_fwenclub
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@1_GutterCatGang
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@XquiWL
@XRabbiitsClub
@XRabbiltsClub
@XRabblitsClub
@xte38
@y00ts_CIub
@Yaarcan20322183
@Yajaira44666233
@Yavuz37043421
@yemi_clement
@yesica16jimenez
@Yhana23yahooco1
@Yinethpaolapac1
@ykienhaynha
@ym1hnft
@ymhnfIt
@ymIhnft
@YogaPetzKzg
@YogaPetzOne
@Yogendr90359076
@YogeshY26346927
@Yohannahappy1
@YOLOBunnyNFT_
@YoselinMontalv7
@YuidaTruth
@YuidlTruth
@YuidTruth
@Yuliana6gmailc1
@Yung_Emmrys
@YunusaZallah
@YusufMAhmad5
@YusufMustaphaI2
@YusufUm49806325
@Zaharadeenlawa8
@zaidaalvarenga
@zanogakki
@ZBotomane

@ZebraRepubIic
@ZebreRepubplic
@ZenAcadamy_
@zenagakki
@ZinnToken
@zipay8888
@zipey8888
@zlpcy8888
@ZUKUVlERSE
@ZZeckecya
@_0n1Force__
@_456_club
@_8liensNFT
@_8PES_Official
@_AceMinersNFT
@_AdamBombSquad_
@_Admit0001
@_aleqth
@_alienfrens_
@_alienfrens_b
@_ALPACADABRAZ_
@_AlphaGangX_
@_AlphaGangX_v
@_alphasharkclub
@_AlveyChain
@_angryapearmy_
@_AnimeMetavers
@_AnomuraGame
@_apeliquidio
@_apocalypticap
@_apocalypticape
@_artgobblers
@_Artifaction2
@_artoninternet
@_atama_nft
@_ATEMCarClub
@_ATSlNFT
@_ATSNFT
@_ATSNFT_
@_avril15NFT
@_AzukiApeSC
@_AzukiOfficlal_
@_BabyDogeNFTs
@_BadInfluence0x
@_BASEDghouls
@_BeyondEarth_NF
@_BigHatMonkeys

@_BirdezGang
@_Blockworks_
@_Blockworks__
@_Blokpax
@_BokiNFT__
@_BosoTokyo
@_BosoTokyo_a
@_buffmonster
@_BullsApesProj
@_bywassies_
@_CAMEOPASS
@_chains_nft_
@_chain_runners
@_ChinaChic_NFT
@_CityDAO
@_CloneForceTM_
@_ColliderCraft
@_ColliderCraft_
@_Coniunio_
@_cooItimes
@_coolcatsnft_
@_coolcatsnft__
@_coolcetsnft_
@_CosaMonstraNF
@_CosaMonstraNFT
@_CPGCLUB_
@_CrossTheAges
@_crypto888crypt
@_CryptoArte
@_CryptoDickbutt
@_CryptoDickbut_
@_CryptoMonkzNFT
@_CryptoMories
@_cryptovoxels
@_crypto_coven
@_CRYPTYQUES
@_CyberSnailsNF
@_CyberSnailsNFT
@_CyberWalkers
@_d00dles_
@_DApeWives
@_Deadfellaz_
@_DeezNutzNFT
@_DegeneracyNFT
@_DegenzNFT
@_Delta_Flare
@_developer_dao
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@_DirtyRobotWor
@_DirtyRobotWork
@_DirtyRobotWor_
@_do0dles_
@_doodles_1
@_doodles_n
@_drjiclub
@_dutchtide
@_dwc_nft
@_EAT_COLLECTIVE
@_EktaChain
@_ElysiumClubNFT
@_EnigmaECONOMY
@_EnigmaECONOMY_
@_EthereumTowers
@_Evaverse_NFT
@_exclusible_
@_ExosamaNFT_
@_finiliar
@_Footium
@_Forgot3thWorld
@_forgottenrunes
@_GabrielJWeis
@_gama_nft
@_gangserallstar
@_Gemma_NFT
@_gemxyz
@_GenuineUndead
@_GenuineUndead_
@_gmDAOeth
@_gmdaostudio
@_gmdaostudio_
@_goblintown_
@_GodHatesNFTee
@_GodJiraslove
@_GRAYCRAFTnft
@_hausconnect
@_HedgiesOffici
@_HedgiesOfficia
@_HENI_1
@_HydroWhalesCl
@_ICODrops_
@_ICODrops__
@_icy_tools
@_ikonick_xyz
@_illogics
@_illogics_

@_imdanielallan
@_InkeNFT
@_InvsbieFriends
@_InvsbleFriend
@_InvsbleFriends
@_InvsbleFriend_
@_JaduAVAs
@_JohnnyDeppNFT
@_JPEGd_69
@_JPunksNFT
@_JRNYclub__
@_KalebsCode
@_KarafuruNFT
@_killergfnft
@_killergfnft_
@_kingxerox5
@_KiwamiNFT
@_knightsofdege
@_Krapopolis_
@_LazyApeYC
@_LazyLionsNF
@_LilHeroesNFT
@_LinksDAO
@_LiveArtX
@_LootRealms
@_los_muertosNF
@_luckyzeros
@_MafiaDogsNft
@_MartianPLeague
@_MekaVerse
@_MetaHero
@_MetaHero_
@_MetaHero__
@_metalegendsnf
@_metamonopoly
@_metashimaNFT
@_metawizardsnf
@_metawizardsnft
@_meta_kongz
@_mev_official
@_miladymaker_
@_mirrorpass_xy
@_moonbirds_1
@_moonblrds
@_mooncatrescue
@_mUsTaFaEr15_
@_mutantcats_

@_mv3nft
@_mv3nft__
@_mypethooligan
@_newherexyz
@_NFTcomofficial
@_NFTinitcom
@_nftworldsNFT
@_niftyportal_
@_nuclearnerds
@_OCBalpha
@_oldsport_xyz
@_omega_orcs_
@_OnChainMonkey
@_onjoyride
@_onjoyride_
@_OutsadNFT
@_OxyaOrigin
@_partybear
@_People0fCrypto
@_PGodjlra
@_PhantaBearClub
@_Pixelmon
@_Pixelmon__
@_Pluto_Allianc
@_popartcats_
@_prguitarman
@_projectPXN__
@_QuantumNFT_
@_quirkiesnft
@_RealShibaDoge
@_RealShibaDoge_
@_RealSupDucks
@_RichFoxClub
@_RoyalGoatsClub
@_RTFKT_1
@_RugRadio_
@_RugRadio__
@_SAbdul__
@_SappySealsNFT
@_Satoshiverse_i
@_ScrapyPenguins
@_Shibtoken_1
@_shikigai_nft
@_shopping_io
@_SlimHoods
@_SneakyninjaNFT
@_SoudanNFT
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@_spiritgates_
@_SupremeKongNF
@_SwampverseNFT
@_syltare
@_syltare_
@_s_s_punks
@_tableland_
@_tableland__
@_TacticalTigerz
@_TBAChronicles
@_TENGOKU_HQ_
@_TheAlienBoyNF
@_TheAlienBoyNFT
@_TheApiens_
@_TheApiens_1
@_theartieverse_
@_TheEverai
@_Theirsverse
@_Theirsverse_
@_TheLastAbyss_
@_TheLastAbyss__
@_TheParallaxHQ
@_ThePixlverse
@_ThePlagueNFT
@_theralkingship
@_TheTreeverse_
@_tinyastroNFT
@_trait_sniper
@_tribeodyssey
@_TribePass
@_TritonPass
@_TroverseNFT
@_trufflepass
@_truth__1
@_TThugsNFT
@_TThugsNFT_
@_tubbycatsnft__
@_ujuuna999
@_ujuuna999_
@_UndeadBlocks
@_UnlimitedD_NFT
@_v1punks_
@_ValeriaStudios
@_VDSC_Official
@_veefriends_1
@_VictoriaVRcom_
@_vspass

@_WAGMIUnited_
@_warpsound_ai
@_WDoopsies
@_wearehume
@_whitesandsgame
@_WomenandWeapon
@_WorldofPepeNFT
@_worldofwomenft
@_XANAMetaverse
@_xborg_official
@_XElectricsheep
@_ymhnft
@_YOLOBunnyNFT
@_ZenAcademy__
@_ZinuToken_
@_ZinuToken__
@_ZooVerseNFT
@_ZooVerseNFT__
@__0n1Force
@__AkuDreams
@__ALPACADABRAZ
@__ALPACADABRAZ_
@__angrycat_nft
@__arcadedotinc
@__ATEMCarClub
@__BokiNFT_
@__BokiNFT__
@__CPGCLUB
@__crypto_coven
@__doodies__
@__fewocious_
@__fewocious__
@__GEVOLsNFT
@__Ghxsts_
@__JRNYclub
@__KanpaiPandas
@__Llamaverse_
@__Llamaverse__
@__MekaVerse
@__OCBalpha
@__OCBalpha_
@__plurapeclub
@__RooTroopNFT
@__RTFKT__
@__sappysealsnft
@__Shibtoken__
@__SuperRare

@__tableland__
@__TenseT_io
@__TheGoda_io_
@__TheRatTrapNFT
@__Zeme_
@___12am_
@___12am__
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Appendix B: NFT Scam Websites
The following roughly 900 websites were advertised in tweets by the Twitter accounts in Appendix A.

0n1force-freemint.xyz
0n1force.live
0n1force.wl-nft.xyz
0n1forcenft.xyz
0xmons.art
10ktfshop-freemint.xyz
1block-official.xyz
1blockstudio.xyz
3landers-freemint.xyz
3m-freemint.com
456club.live
8liens-freemint.xyz
8liens.live
8pes-official.xyz
9dcc.art
abeweis.live
abrieljweis.club
aceminersnft.xyz
acrocalypsenft.xyz
adambombsquad-freemint.xyz
adambombsquad.live
admitonenft.art
aireinnfts.xyz
akidcalledbeast.wl-nft.xyz
akkonfts.xyz
akudreams.live
akumudraonznft.xyz
alaxyes.live
alaxyes.xyz
alaxyfiht-freemint.xyz
alaxyfihtnft.xyz
aleqth.live
alienfrensnft.live
alpacadabraz-freemint.xyz
alphaan.live
alphacentaurikidnft.xyz
alphado.xyz
alphakonsclub-freemint.xyz
alphakonsofficial.xyz
alphasharkclub.xyz
alphasharks.live
alphasharksnft.xyz
altavaofficial.xyz

altstatemachine.xyz
alveychain.live
amanft.xyz
ameofsilks.live
anatanfts.xyz
anime-metaverse.xyz
animemetaversenft.xyz
anomura.live
anonymice.live
anryapearmynft.art
anrycat.live
anrycatnfts.xyz
anrydynomites.xyz
anrypitbullclub-freemint.xyz
anrypitbullnft.xyz
ansterall.live
ansterallstar-freemint.xyz
ansterallstar.bond
apeannft.xyz
apeliquid.xyz
apelist.live
apereunionnft.xyz
apiens-freemint.xyz
apiens.live
apocalyptic-apes.xyz
apocalypticapesnft.xyz
app.neotokyo.bond
app.stormain.comfriendBNS15
2489493
app.wilderworld.bond
aradena.bond
arcade-freemint.xyz
arcade-official.xyz
archieneko.xyz
archienekonft.xyz
artblocksnfts.xyz
artbycrea.xyz
artie-freemint.xyz
artobblersnft.xyz
artoninternet.xyz
artsdao.live
aspreystudionft.xyz
astrobotsociety.live

astrobotsocietynft.xyz
atarix-freemint.xyz
atemcarclub-freemint.xyz
atemcarclub.xyz
atemcarclubnft.xyz
atlanticapes.xyz
atsnft-freemint.xyz
avril15nft.xyz
ayaliens.xyz
azraames.bond
azuki-new.xyz
azuki-nft.bond
azukiapesc.xyz
azukiofficial-freemint.art
azukiofficial-freemint.xyz
azurbalanft.xyz
babydoe-freemint.xyz
baddoscompany.xyz
badinfluence-freemint.xyz
badinfluencenft.xyz
banpunks.xyz
bapesclan-freemint.xyz
bapetaverseofficial.xyz
based-houls.xyz
bbrcofficial.live
be-vee.xyz
bearsdeluxenft.xyz
beeeeem-freemint.xyz
beepboopbots.com
bevee.xyz
beyondearhtonline.com
beyondearthnft-freemint.xyz
beyondearthnft.live
beyondearthnft.xyz
bihatmonkey.xyz
bihatmonkeynft.xyz
birdezannft.xyz
bit.ly3Cr3XpU
bit.ly3elJnF
bit.ly3SQf8iD
bit.ly3yokBVK
blitmap.art
blocktones.live
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blockworksnft.xyz
blokpax.live
bloom-freemint.xyz
bloomnft.live
bluechimps.xyz
bmcnft.live
bohemianft.xyz
boki-freemint.xyz
bokiofficial.xyz
boredapesclub.xyz
boredapeyachtclubs.xyz
boredapeyc-freemint.xyz
boredbox.live
bosotokyo.live
bosotokyo.xyz
bossbeauties-freemint.xyz
bossbeautiesnft.live
bountyhunters-freemint.xyz
brick-freemint.xyz
buffmonster.xyz
bullsapesproj.xyz
bullsapesproject.xyz
byopills-freemint.xyz
byopillsnft.xyz
bywassiesart.xyz
cameopassnft.xyz
capsulehousenft.live
capsulehousenft.xyz
castawaysnft.art
chainrunners-freemint.xyz
chainrunners-fremint.xyz
chainsaw.bond
chainsawnft.xyz
chainsnft.xyz
champions.ink
championsnft.xyz
champsonly.ink
cheersup.live
chibidinos-freemint.xyz
chibidinosnft.xyz
chimper-mint.xyz
chimpers-freemint.art
chimpersofficial.xyz
chinachic.live
chubbiverse.xyz
chunkymonkeysnft.com
citydao-freemint.xyz

cloneforce-freemint.xyz
cloneforcetm.xyz
closmuertos.live
cnprookies.xyz
coalitioncrewnft.xyz
collidercraft.xyz
coniun-freemint.live
coniun-freemint.xyz
consortiumkey.xyz
coolcatsnfts.art
coolmanuniverse.xyz
cooltimes.xyz
cosamonstranft.live
cosamonstranfts.xyz
cpclub.live
cpclubnft.xyz
creatureworldnft.xyz
crosstheaes-freemint.xyz
crypto-chicksnft.xyz
crypto888.live
crypto888crypto.xyz
cryptoadz.bond
cryptoadznft.art
cryptoartenft.xyz
cryptobatznft.xyz
cryptobullnft.live
cryptobullnft.xyz
cryptochicks-freemint.xyz
cryptocitizensnft.xyz
cryptocitizensnfts.xyz
cryptocoven-freemint.xyz
cryptomonkz.live
cryptomonkz.xyz
cryptomoriesnft.xyz
cryptoninja-official.xyz
cryptoonoonz-freemint.xyz
cryptoonoonz.ink
cryptophunks.live
cryptopunks-freemint.xyz
cryptoskulls-freemint.art
cryptovoxels.ink
cryptyques.live
cube-x-official.xyz
cube-x.xyz
cubex-freemint.xyz
curiocards.live
cyberbrokers-freemint.xyz

cyberbrokersnft.xyz
cyberkonzofficial.xyz
cybersnails-freemint.xyz
cybersnails.live
cybersnails.xyz
cyberturtles.xyz
cyberwalkers.xyz
danielallan.live
dape-freemint.xyz
dapewives.xyz
dark-labs.xyz
darkechelonnft.xyz
darkfarms.xyz
deadfelaz.xyz
deadfellazofficial.xyz
deboxsocial.xyz
decentraland-freemint.art
deekay-freemint.xyz
deeneracy.live
deenpassnft.xyz
deentoonznfts.xyz
deentoonzofficial.xyz
deenz.live
deeznfts.xyz
deltaflare.live
desperatenft.xyz
devbear.xyz
developerdao-freemint.xyz
dickbuttsnft.xyz
diidaiakunft.xyz
dirtyrobot.bar
dirtyrobot.live
dirtyrobotnft.xyz
discord.83aGZ8AU
discord.CmWYmfvGJT
discord.yTD3XpKr
doodles.bar
doodlesofficial.art
doodless.xyz
dourdarcelsnft.art
dourdarcelsnft.xyz
dresempirenft.xyz
drjiofficial.xyz
drp-vhils.xyz
dutchtidenft.xyz
dwcnft.xyz
eatcolective.com
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ebnft.live
eccelland.com
edenhorde-official.xyz
edenhordenfts.xyz
edo2022.live
eihtbitnft.xyz
eihtbitnfts.xyz
ektachain.xyz
electricsheepnft.art
elysiumclub.xyz
elysiumshell.live
em-freemint.com
embersword.cyou
emberswordnft.xyz
emmanft.xyz
enimaeconomy.xyz
enopets.bond
enstools.live
enuineundead-freemint.xyz
enuineundeadnft.xyz
esion-freemint.xyz
ethereumtowers.bond
ethereumtowers.live
etherorcs.live
etherpoapnft.xyz
ethlizardsnft.xyz
evaverse-freemint.xyz
evaversenft.xyz
everai-freemint.xyz
everdome.cyou
everdomenft.live
evols.live
evolsnft.xyz
exclusiblenft.xyz
exolienz.live
exosama-freemint.xyz
exosamanft.art
fancybears.live
fancybearsnft.xyz
farokhnft.com
fewocious-freemint.xyz
fewociousnft.xyz
fewociousnfts.xyz
finiliar.live
flickplay.live
flooz.live
flufs.xyz

flufworld-freemint.xyz
footiumnft.xyz
forot3thworlds.live
forottenrunes.biz
free-arbaefriends.xyz
free-boki.xyz
free-doodles.xyz
free-fewocious.xyz
free-invsblefriends.xyz
free-supducks.xyz
free-theirsverse.xyz
free-worldofwomen.xyz
freemint-3landers.xyz
freemint-alpacadabraz.xyz
freemint-anryapearmy.xyz
freemint-atsnft.xyz
freemint-citydao.xyz
freemint-coolcats.xyz
freemint-cryptopunks.xyz
freemint-cyberkonz.xyz
freemint-doodles.xyz
freemint-invisiblefriends.xyz
freemint-karafuru.xyz
freemint-kinship.xyz
freemint-lazylions.xyz
freemint-machina.xyz
freemint-moonbirds.xyz
freemint-theoda.xyz
freemint-toxicskullsclub.xyz
freemint-uttercatan.xyz
freemint-worldofwomen.xyz
freemint-zenacademy.xyz
freemint-zinu.xyz
freemintpassnft.xyz
froyfriends.xyz
fuzzleofficial.xyz
fwenclub-freemint.art
habbo-freemint.xyz
habbonft-freemint.xyz
habbosnft.xyz
halonfts.xyz
hanoutnft.xyz
hape.bar
hapesocial.xyz
hashmasks.live
hausphases.xyz
hedies.live

heihtbitnfts.xyz
helix-metaverse.cyou
heroesofmavia.xyz
heroicstorynft.xyz
hihrise-freemint.xyz
hoshiboshi.xyz
humanoids-freemint.xyz
huxleynfts.xyz
hxsts-freemint.xyz
hxsts.live
hxstsofficial.art
hydrowhales.xyz
iamlirona.xyz
icytools.live
ikonicknft.xyz
illoicsnft.xyz
illuvium-freemint.xyz
iluvium.xyz
impostors.ink
inbetweenersnft.xyz
infiniods.cyou
inkenft.xyz
invisiblefriends-freemint.xyz
invisiblefriends.free-wl.com
io-imainary-ones.xyz
io-shoppin.xyz
ironbirdsclub.art
jaduavas.live
jaknfts.xyz
japanese-bapes.xyz
japanesebapes.xyz
jarritosnft.xyz
jeffworld.live
jeffworldnft.xyz
jenkinsthevalet-freemint.xyz
jenkinsthevaletnfts.xyz
joyrideames.xyz
jped-freemint.xyz
jpednft.live
jrnyclub.art
jrnyclubnfts.xyz
jurassicpunks.live
jurassicpunks.xyz
justape-freemint.xyz
justape.space
kaijukinz.ink
kalebnft.live
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kanpaipandas.live
keunznft.xyz
killabearsnfts.xyz
killer-f.xyz
killerf-freemint.xyz
kinxerox.xyz
kitaro.bond
kitaroworld.wl-premints.xyz
kiwaminft.xyz
kleksacademy-freemint.live
knihtsofdeen.live
kopoko-freemint.xyz
krapopolisnft.live
kumaleon-freemint.xyz
kumaleon.net
l3mon-freemint.xyz
lacoste-undw3.live
lazyapeyc.live
lazylions.ink
leder-freemint.live
leendsofvenari.live
lilheroes.cyou
lilheroesnft.live
lilnounsnft.xyz
linksdao.live
littlemamilabel.xyz
liveartnft.xyz
llamaversenfts.xyz
llamaverseofficial.xyz
lobitron.drops-free.com
lofiloftz.com
lookiavatarnft.art
loot-project.xyz
lootproject.biz
lordsofthelands.club
loserclub-freemint.xyz
losmuertosnft.xyz
lostpoetsnft.xyz
luckyzeros-freemint.xyz
luppy.xyz
machinanfts.com
madmeerkat.xyz
mafia-dos.xyz
majonft.com
mathcastles-freemint.xyz
mdaonft.xyz
mdaostudio.xyz

meaminft.xyz
mee6nft.live
mee6nfts.xyz
meebits-freemint.xyz
mekaverse-freemint.live
mekaverse-freemint.xyz
mekaverse.cyou
memelandofficial.xyz
metabountyhunters.biz
metabrewsociiety.xyz
metacardnfts.art
metahero-freemint.xyz
metaheronft.xyz
metakey-freemint.xyz
metakonz.live
metalabsaency-freemint.xyz
metalabsaency.xyz
metalcore.bond
metaleendsnft.live
metaleendsnft.xyz
metamansions-freemint.xyz
metamonopolynft.xyz
metascannft.top
metascanpro.xyz
metashima.xyz
metasnipernft.xyz
metaverse-hq.xyz
metawizards-freemint.xyz
metropolis-worldnft.xyz
metropolisnft.xyz
metropolisworld-freemint.xyz
metropolisworld.live-premints.
com
metrorad.xyz
mevofficial.live
mevofficial.xyz
michelleviljoen.xyz
midnihtsociety-freemint.xyz
miladymaker.live
mimicshans.xyz
mimicshhansnft.xyz
mint-tbachronicles.xyz
mint.yielduild.biz
mintrena.xyz
miraeallery.xyz
mirrorpass.live
mlndr.art

mm3nft-freemint.xyz
mm3nfts.xyz
modernistnft.art
moonbird-oddities.xyz
moonbirds-livemint.xyz
moonbirdsoddities-freemint.xy
z
moonbirdsofficial.art
mooncats-freemint.xyz
mooncatsnft.live
mplofficial.xyz
munkonft.xyz
mutantcats.live
mutantcatsnft.xyz
mutantobz.xyz
mv3nft.live
mv3nfts.xyz
mxs.xyz
mypethooliannft.xyz
mythicals-freemint.xyz
naemoclub.xyz
nanoversehqnft.live
nekonationnft.xyz
neotokyoofficial.xyz
neotokyopunksofficial.xyz
nessraphics.xyz
netvrknft.xyz
netvrkofficial.xyz
neverfeartruth-freemint.xyz
newherenft.xyz
nftcomofficial.live
nftfactoryparis.xyz
nftinit.live
nftsensei-freemint.xyz
nftworldsnft.art
niftyleauenft.xyz
niftyleauenfts.xyz
niftyportal.live
niftyportal.xyz
ninjalerts.live
ninjasquad.xyz
ninjasquadnft.xyz
nostalianft.live
nuclearnerds.live
nuclearnerdsnft.xyz
nyancatnft.xyz
nyolins.top
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oblintown-freemint.xyz
odhatesnft.art
odjiranft.xyz
oldendao-freemint.xyz
oldsportnft.xyz
omeaorcsnfts.xyz
omkirbynft.xyz
onchainmonkeynft.art
onchainnft.live
oncyber.live
onewordbrick.live
oonsnft.live
oonsnft.xyz
osfnft.live
osfnfts.xyz
otherside-freemint.art
othersides.live
outlandnft.art
outsadnft-freemint.xyz
outsadofficial.xyz
overborne-freemint.xyz
overlord-freemint.xyz
overlordnft.xyz
oxyaoriin-freemint.xyz
pekinmonsters.live
pekinmonstersnft.xyz
penuinkarts.xyz
penuinstown.com
people0fcrypto.xyz
peznft.xyz
phantabear.live
phantom-network.xyz
pixelmapnft.xyz
pixelmonnft.live
pixelmonnft.xyz
pixelsonline.live
pixelvaultnft.xyz
pixlversenft.xyz
pjppnft-freemint.xyz
planet-xolo.xyz
playcivitas.art
playimpostors.xyz
plurapeclub-freemint.xyz
plurapeclubnft.xyz
pluto-alliance.xyz
plutoalliance.xyz
plutoalliancenft.xyz

pnft-freemint.xyz
podjira.art
podjiranft.art
poolsuite-freemint.xyz
popartcats.live
posers-freemint.xyz
posers-mint.xyz
posers.live
premint.idcozies
premintnft.live
primekonplanet.xyz
primeplanetnft.live
project-whitelist.xyz
projectpxn-freemint.xyz
projectwhitelistnft.xyz
proof.bond
proofcollective.art
proofofnarnian.xyz
psychedelics-freemint.xyz
pudypenuinsnft.art
pybear.art
quantumofficial.xyz
quirkiesofficial.xyz
randpaapecc.xyz
rareapepes.art
rarittytools.com
rastorichie-freemint.xyz
rastorichienft.live
rattrapnft.xyz
rayboys.live
raycraft.live
raycraft.xyz
realmsnft.xyz
rebelbots.cyou
rebelsofficial.xyz
refik-anadol.xyz
rektuy.live
rektuynft.xyz
rena-inc.xyz
rena.mintf.co
reularsnft.xyz
rfoxvalt.live
richfoxclub.live
richmamadao.xyz
robertmondavi.xyz
robotos-freemint.xyz
robotosnft.xyz

rootroop.xyz
rootroopnft.xyz
royaloatsclub.xyz
rtfktofficial.xyz
rtfktstudios-freemint.xyz
rumblekon.live
rumblekons-freemint.xyz
ruradio-freemint.xyz
ruradionft.live
samuraisaanft.xyz
samuraisaanfts.xyz
sandbox-freemint.xyz
sanoriin.xyz
sansoundnft.com
sappysealsnfts.xyz
satoshiisland-freemint.xyz
satoshiislandnft.xyz
satoshiverse.live
saudis-freemint.xyz
seasonsnft.top
sharkznft.xyz
shibadoe-freemint.xyz
shibadoenft.xyz
shikiai.live
shinseialversenft.xyz
shitverse.live
shitversenft.xyz
shonenjunk.live
shonenjunknft.xyz
shrapnel.bond
sidus-freemint.xyz
slimhoods.live
smartbeast-freemint.xyz
smilesssnft.xyz
snarknft.xyz
sneakerheads-freemint.xyz
sneakerheads-official.xyz
sneaksofnature-freemint.xyz
sneaksofnature.live
sneakyninja.live
sneakyninjapants.xyz
socialbees.bond
somniumspacenft.xyz
soudannft.xyz
spaceriders-freemint.xyz
spaceridersnft.xyz
sphynxcouncil.xyz

© Nisos - All Rights Reserved | NFT Scam Research - November 2022 62



spiritatesnft.xyz
spiritatse.com
squily.bar
squishiversenft.xyz
steadystacknft.art
steezyapeannft.xyz
stonerapeclub-freemint.xyz
streetmachine.free-wl.com
streetmcahine.com
supducks-freemint.xyz
supducks.live
supercreatorsnft.xyz
superfulnft.xyz
supernormal.live
superrare-freemint.xyz
superseanft.xyz
supremekon-freemint.xyz
svsnft.live
svsnft.xyz
swampversenfts.xyz
swaywhalesnft.xyz
syltarenft.xyz
syncnetwork.xyz
tableland-freemint.xyz
tableland.live
tacticaltierz.art
tat-nft.com
tatamin.xyz
taunetworknft.xyz
tbachronicles-freemint.xyz
tbachronicles.xyz
tcworld-freemint.xyz
tcworld.live
tennischamps.live
tenoku.one
thealaames.xyz
thealienboy.live
thealienboynft.xyz
theapehaterclub.xyz
theblueprint-freemint.xyz
thechimpson.com
thedoepound-freemint.xyz
thedoepound.live
thedoies-freemint.xyz
thedoies.live
theeverai.xyz
theflowerirls.live

theflowerirls.xyz
thehaasbrothers-freemint.xyz
thehaasbrothers.xyz
thehabibiz.xyz
theheni.xyz
thehumecollective.live
theirsverse-freemint.xyz
theirsverse.live
thekinshipnft.xyz
thelastabyss.top
thelastabyss.xyz
theoda.ink
theparallax-freemint.xyz
theplaue-freemint.xyz
theplauenfts.xyz
thesamuraisaa.xyz
thesandboxames.xyz
thesaudis.live
thesevens-freemint.xyz
theshiboshisnft.xyz
thestoicsnfts.xyz
thetenset.xyz
thetreeverse-freemint.xyz
thetreeverse.art
theuncannyclub.xyz
thezerks.xyz
thisismuricanfts.com
tierbob-freemint.xyz
tinyastro-official.xyz
tinyastronft.xyz
tinydinosnft.xyz
tipsycoin.live
tokunappnft.xyz
tokyonftslab.com
toxicskullsclub-freemint.xyz
trait-sniper.xyz
traitsniper-freemint.xyz
traitssniper.com
travala.art
traveltierclub.xyz
traveltierclubnft.xyz
tribeodyssey.xyz
tribepass.live
tribepassnft.xyz
tribequokka.live
trippytoadznft.xyz
tritonpass.live

troverse-freemint.xyz
truffle.ink
truthlabs-freemint.xyz
trymruud.xyz
tthusnft.live
ttoonft.xyz
tylerhobbs.xyz
uildnfts.xyz
ujuuna999.live
ujyuna.xyz
ultiverse.biz
undeadblocks.xyz
undeadblocksnft.live
unleashednft.xyz
unlimitednft.xyz
unxdnft.xyz
upcomin.ink
usedtoilets-freemint.xyz
utiliti.live
utilitinft.xyz
uttercatan.cyou
uwucrew.xyz
v1punksnft.xyz
valeriaames.xyz
vdscofficial.live
veecon-freemint.xyz
veeconnft.live
veefriend-freemint.xyz
veefriends-freemint.art
veefriends-nfts.art
veefriends.cyou
victoriavrnft.xyz
vinniehaer-freemint.xyz
vinniehaernfts.xyz
virtueanimation.xyz
vspass.xyz
wadie-freemint.xyz
walkerscrypto.xyz
wamiames-freemint.xyz
wamiunited-freemint.xyz
wamiunited.live
weaboveofficial.xyz
webaverse-freemint.xyz
webaversenft.live
website.com
weirdohostan.xyz
weirdohostannft.xyz
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wellyfriends.live
wellyfriends.xyz
whisbe-freemint.xyz
whisbe.live
whisbenft.live
whitesandsame.art
whoopsies.live
wilderbeastsnft.xyz
wilderworld.bond
wilderworldnfts.xyz
wilderworldofficial.xyz
wminterfaces.cyou
wolf-ames.xyz
wolfame-freemint.com
womenandweapons.live
womenandweaponsnft.xyz
woodlanerz.xyz
world-of-women.xyz
worldofpepenft.xyz
worldoftribe.xyz
worldofumans-freemint.xyz
worldofumansnft.xyz
worldofwomen-freemint.xyz
worldofwomen.cyou
worldwidenft.live
www.autominter.commint6286
3ff4b717a74729cd5ae2
x2y2nft.bond
xana-metaverse.xyz
xananft.live
xborofficial.xyz
xcopy.mintf.co
xcopyofficial.xyz
xn--blintown-56a.com
xn--oxyaorn-h2ab.com
xn--sllyhedehos-wib.com
xn--xqu-tma.com
yielduild.biz
yoapetz.one
yolobunnynft.xyz
yoloholiday.live
yourtverse.live
zebrarepublic.xyz
zenacademy.live
zinu-freemint.xyz
zombiecultureclub.site
zooverse-freemint.xyz
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Appendix C: Disseminating Accounts Sample
The following Twitter account usernames represent roughly 430 accounts out of a total of almost 4,000
that retweeted the post by @_Imaginry_Ones from 4 October:

0x_s72
100femi34
12Donkieron
2277Iam
2nd56200900
365ston82077768
91Junkie
AOB36745576
AaronNe20361318
AaronWe30150941
AdamBenzine18
AdrianR01311713
AetherTom61
AlonsoQ77239421
AnaPete70392636
AndreiO01311296
AndreyT67518785
Armstro71365313
Arq10321429
ArtAmaterasu68
Ashh22259424
Asimmal27157434
Attaull01336887
Awa97836406
Azin49789690
BSCLove28944405
BSL3PFP64462921
BSdegre10404407
BULLYNF71950323
Baak77126560
Babysea71050558
Beerchen__85
BerneTweets79
Bilaxy61363250
Birdbra29099100
BoredPr47837246
BradMas86158339
Brok3nS72429667
Broke0x68868509
Bullish23913968
Burak80062818
CRYPTOT93856869

Cal59279480
CardcaptorNft37
Carter67382736
Choango70326949
ChrisPr29481455
ChristianThau66
Cido40114545
CodrinM92701215
Coinspo87086120
ColoYo71968864
Consist53055882
CosmikinNFT78
CrazyGo89614530
Crypto33384682
CryptoB12569485
CryptoD18564204
Crypto_Z_S24
Crystal17443208
DAF35260752
DCICT63580318
Dao100Golf
DebraSe99536425
DeepFak90626010
Derrick25464710
DeryaAk57614610
Devan05681676
Dhinesh69065562
DocDaWh58458374
Doodles60632647
DrewBir04309714
EduardA37879112
El39Reign
EliteEx18228216
Elliot99724257
Ema47270208
Emotion31624223
Erin70121316
Erturul68343527
Eth05Isaac
FTPVent52282129
FahranA05166278
Fallenm32002181

FancyFinzNFT46
Fastmon80209467
FatimaRivera331
Fawn46529161
Femi22145996
Femi89638850
FishxCD10
Flipstar9905
FomoKin71925191
FredsFineArt89
FredyFi17337473
Freemas42783153
Friscop16357004
GAKU38455165141
GGHades16
Gargant35035890
GoldSna94004460
GoldenD14946695
Graeme84567768
Guy3110That
H3ISR3A81622430
HOLDEMP95355950
Hernand33737148
HyprBlue15
IDNoble38196835
Iamwooz14465013
IchiwaF54552373
IggytheIllest27
Ikoo01320596
Investw17507841
Izzaye114
J7V1P68230538
JAMS18367570
JLTRADES50
JLhyn26597790
JMarino67133946
JamesLe71155268
Jancorn61016788
Jay99584503
JengaNoob74
JennyNI57044482
JitenderLahot41

© Nisos - All Rights Reserved | NFT Scam Research - November 2022 65



JohnGal63421062
JonPlan26936042
JoseMin44758873
Josh41136185
JoshMus14870921
Julian29061881
JustaDi89728321
Kailash38076450
KanoY199981
KindLee01376382
Knight11Darrrk
Kou422205716
Krys19361455
Kyle40622244
LOPHOPH42078913
Lakers802079
Le1283Tuongvy
Lero40875833
LitWoods921
Lizzyha55838141
LogoGuy83192660
LucaArr38270678
LukeAMCApe46
M110_01181
MARIOJU55816076
MDFmH3liuxalpT1
METADAN76733207
METADANNYV34
MICROxM79521010
Maciano07948806
Major16090782
Maksimi03551636
Mandy99647960
Mario31206168
Maruhwak421
Marvin437412480
Mateo77eth392
MathewF11195501
Mattapause78
Mercurian402010
Metagat83164036
Metamut50104184
Mikeysho20
Million14612894
Monaste13796353
Monty39241451
Motes17Don

Mountai27413679
MrEncry46357287
Myles_OH11
NFT21544912
NFTHous56426879
NFTHunt68098724
NFTNoob43711776
NFTProm68888536
NFTSeni51600861
NFTWiza05875758
NFT_Tanuki_07
NasdaqV01183854
NatalyD49076492
Nathali43917375
NeViuZ_44
NeriStepn28
NewWorl23539672
Nft83Queen
NftDeve34174775
NftDeve66172984
NftIlove03
Nhungha29575343
NickZZ94794857
No1888826728181
NomadGa59831178
OGChart93604726
ONEPLAY82181098
OgdenNewton464
Oksana96429450
Omotayo75954657
Oxbigwi94776620
Oyunmar34352304
P2rodac00807243
PPerikletos05
PRIV91003453
PYjkuSmHQCVQTyx
Pablo85420448
PapaAlien5
ParisP28211049
Patrick16290868
PaulSou93942938
PedroGa92810129
PershSh01948303
Philipe38022507
PogbotD18294216
Pr33zy62369977
Punk68353355478

Pyae375497
R0man1x27
REMIYON46380190
R_LondonIP58
Rabbits19Near
Rafaeljimmy5562
Rahmatu92996688
Raider_Rob8459
Raidrdoteth45
Rambo11510481
Red25Anth
Ren75635447
Rhianno88140638
Root23616360
Rustand18154249
RyanJun14238617
SUBFOLD10952031
SalvadorDalisi9
SanazZamani426
SarahLe01361404
SecretS84188224
SedatKU68824424
Shannon52164021
ShawnaM98224517
Shy0verse401
SkulloW09771008
Skyisth24998428
SmallGr60335246
SmartBe73318805
Smokeyn77116594
SolMadN75524262
SolanaH68747689
SoledUp26001460
Soverei98884802
SpaceAp51839762
Spandan24776099
Steffya24288064
Strange87011072
Supermo24828764
TBO21060160
TNyNL301
Takaya78369791
TaniaNe89544807
TaranPa81227812
Tellez42Mitchy
Tequila37639238
TerryA33044007
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TheCraz50680781
TheGobl95329370
TheTrading94
Tolulop00991749
ToniFar97964757
TriponautsNFT16
TylerDStewart20
UncleBO41498534
V64Massiou
Valenti41878031
Vince7681311180
WAGMI1D79421962
Wahid22865359
Worldph14215846
Yolo77847993
YosuaS06642948
YummyPi65116176
ZackAbb27987599
ZamBot71169999
ZehraTu50450589
Zermatt007441
ZoggNFT08800897
Zoom20955311
alexfra51685424
alexpaanda77
ali3nlabs91
alicrypto101071
alihret82732037
amadokaleidos62
anonyto82842277
araturoll67
arvink_nft92
author_horn32
axfnft37
ayyjayy_aj1118
bacisne52716860
bbgirlz38515145
beamzonation07
blackwa59852436
blinker32484755
bluesimpping26
boopboo86827006
bregodego70
brownge06148233
cintasu36366946
cintasu51339103
clint92897061

coreybl82703410
crypto493124676
cryptoc42206129
cryptog98782095
cuckoocraig991
deal_em_68
deyetos971
diyaasa71247365
dotechi54299924
dugong37
duwnxin56995224
dwarves28
ek666_69
emmyjan80396758
fantast82930807
fiyuOrg59
follower_nfts98
fork77868967
fragrant_exol67
frankie68941509
funnection66
futureX01696810
gemi1461297
georgeryanuk85
gerling66
getfree51489205
gibb1485
gleehokie95
grindbakri591
h79961788
hadrisalim84
hanthorncrab16
hantug85036844
harryrekt70
heyplasti98
humanle63894426
icedrip96131662
ijaganathankk51
ilhamma78616908
im777et09810733
imaa007564
imlawet23499293
inazrom71790429
jafri10151
japa98403853
jologet43018983
jordann78481

jpengui55770105
kat_crypto_42
kegciI24
khursid35277779
kindkind062266
koymenart03
laollis49914424
lgHadouken03
liltyco08721613
lisa56823004
liuziji63916611
lostkaaba58
m_axiy19
madnesssNFT75
mikaeel83974938
mike81648885
millioncap25
missaaa39107394
mosuper43982775
mosuper7891
mosutke58623974
mothman53099537
mr300_eth31
n4tSlAPps7JkuXT
nftguy88873
nftresearch821
ngelo60597278
notsure24050841
onlytar35748549
petagoras1117
pon38513734
postato55963051
priyash28731710
pumplin85923492
r_mhmady99
raimiti77301350
rektTwi57721168
rewinet83406054
reza14058192
rickwri06577725
rnx38159229
rwfysyn28091100
rylanda41010296
sainews0805051
sasparo49806905
shotclo26758887
shuishido88101
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skin_buber11
soulcol28216185
stepnprincess84
steveet13308352
still_scripts21
stralle58175208
takaba26
theMelt53963086

the_nft24
tmontana_42082
tommyernestoo70
topher_villan63
u6k9R3vBpZIP191
untitle73608112
vanesiman47
wnweth13457400

womenforcenft90
yungtoothb762
yuno0Zy99
zmTopra85505895

The following Twitter account usernames represent roughly 430 accounts out of a total of almost 4,000
that retweeted the post by @HELIX_Metaversi from 7 October:

Adrienn84620856
AdrienneBergm18
AlexisJ39810089
AliciaS50690191
AliciaW59216242
Allison42567332
AlyssaG13323739
AmalCuevas9
AmandaC95042165
AmandaG18681883
AmandaJ85220066
AmandaM10497035
AmandaP57551975
AmandaS66124179
AmberBr55986229
AmberEv59801913
AmberLe04935521
AmberLu93013321
AmberPi24325934
AmberWe30381949
AmiCarbone11
AmyGuid61808859
AmyJohn99986361
AmySmit73792169
AndreaB38654261
AndreaD18617019
AndreaG28583716
AndreaHovet2
AndreaO00753545
AngelTa06961418
AngelaB88713924
AngelaJ75467468
AngieBu13894618
AnjaliWatson4
AnnPetro

AnnStaneart1
AnnTayl95660647
AnnTorr79997703
AnnaCar04354204
AnnaGre51184550
AnnaWeb07946225
AnneTor35328494
Annette01806238
AnnieWi62937111
Antoine86416252
AprilMi70500007
AprilPo41235228
ArleneP75952011
AshleyC64492222
AshleyD17530753
AshleyF04581692
AshleyG72948524
AshleyG77293577
AshleyH24927821
AshleyS58615574
AshleyW94924325
AstoriaTamaroon
Barbara30469145
Barbara55365865
BeckyAl04004059
BeijanLinda
BethSte61506500
BethWad26764471
BeverlyGauthi19
BobbieB09677595
BrandiH78883057
BrendaB45005523
BrendaC93742957
Brittan27774635
Brittne41017536

BrookeD58198453
BrookeOuattara
BrookeS58194883
Caitlin45623241
CaraGodfrey12
CarlaCu71861899
CarlyWa33426927
Carolyn32797151
CarolynClassyl6
Cassand00884147
CherylP62253643
ChiaraEstrella6
Christi04961682
Christi06030009
Christi10715406
Christi34953572
Christi40867051
Christi71188518
Christi79256174
Christi87623936
Christi93048395
Christy14687956
Christy75816193
CindyBa52559755
CindyCa59247366
CindyJo51045224
CindyMo38634888
Colleen31741682
Courtne07619303
Courtne12186020
Courtne53579640
Crystal13584131
Crystal67652390
Crystal79744971
Crystal89191565
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CrystalCabello4
Cynthia88657689
Cynthia99659857
DanaGut26933947
DanaSonnier14
Daniell26515589
Daniell37773008
Daniell57286538
DawnBla62084596
DawnFaro5
DeannaO48754772
Deborah64280632
DeniseC03552258
Diamond33119291
DianaAranjo16
DianaGi64495462
DianePolk16
DianneVedaa1
DonnaBu69078753
DoraGravelle
DorisBr53228625
EbonyHi49549627
Elizabe04917411
Elizabe33041803
Elizabe96306697
EmilyBa98173146
EmmaWil37051187
ErinBai02772054
ErinMit58508227
ErinNel04685068
ErinPat47957460
EvaAdam80895485
EvelynC63311540
FatimaO03329630
Felicia12659412
Felicia79770439
GabbyPayne17
GinnyMemories14
GladysW97038018
GraceDa65792789
HannahJ32345139
HeartlezzJulie
Heather04427407
Heather50395231
Heather57564613
Heather90564744
Heather92394881

HeidiJo97737422
HeidiWo31440956
Hillary36572853
HollyPr71861479
Jacquel34700009
JamieBa97534201
JamieDa27996699
JamieJa03966218
JamieMi72773387
JamieYo19099350
Jasmine59494916
Jasmine98523689
JasmineLawhon12
JeannieHoefli10
JenJone16154046
JennaPe95514827
Jennife03429586
Jennife20691753
Jennife25313400
Jennife35934548
Jennife56351291
Jennife57518492
Jennife60175713
Jennife64752955
Jennife68790246
Jennife69309976
Jennife70340662
Jennife71784710
Jennife72384502
Jennife77357935
JenniferGaney19
JennyGr61427760
JennyHanik9
JennySidekix
JessRos35200799
Jessica01288001
Jessica15719294
Jessica19638364
Jessica30464940
Jessica39140184
Jessica57230047
Jessica72571247
Jessica75779325
JessieD48717755
JillHen40809673
JillHou70014835
JillJac30027126

JillRic62937255
JingjingEvans5
JoanHil03256602
Johanna75238236
JoyBrow05503146
JoyWils10090462
JulieBr92651558
JulieJo14861218
JulieLe68377644
JulieSm99685781
JylMitchell1
KarenBa00341210
KarenJo59621416
KarenKirkendal6
KarenSa85461458
KarenSp18246220
KarlaPe98881685
KatRamo47322733
KathKeller5
Katheri69286026
KathyEl29827465
KatieAn24825155
KatieGi33821960
KatieHa45162488
KatieMo59230151
KatieTh74880495
KatyJon51983519
KaylaAl93010016
KeishaT10632959
KelliRa96973845
KellyCo92483012
KellyCr56799047
KellyHe44705015
KellyOr23531404
KelseyR96161754
KendraA25024121
KimDavi21785800
KimMeye54259071
KimMont82651239
Kimberl11309756
Kimberl25409914
KimberlieVogel
KirstenUthe1
Kristen40179572
Kristen55689210
Kristin45862029
Kristin73894895
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KristyLaperrie1
Krystal85448990
LateashaSanche5
LatriceSchmid1
LauraGa03705489
LauraMa62158001
LaurenShresth16
LaurieH50709762
LeslieM48375420
LeslieM96076149
LeslieR09645690
LeslieY54952163
LiliSchaef
LindaJe42392927
LindaWr07094785
LindsayCastigl3
LisaCar98965300
LisaHer07049910
LisaHol18329066
LisaJon56062356
LisaMoo60477293
LoraWil45568317
LorenaM61640710
LoriKim23725651
LoriNel41825444
LynnWil68354859
MariaGo67649666
MariaSm59823013
MariaTh86687596
MariaraHines15
MarieDi57671202
MarryWi82768246
MarthaW84973630
MaryGor06731527
MaryMal02850935
MaryWal88558946
MatousekJessie
MatriarcBrown17
MattisonCarla
MavisWaites
MeganBy67007374
Melissa23698687
Melissa24498995
Melissa45443750
Melissa88100661
MelissaSchech19
Michele52177524

Michele99703892
Michell25460745
Michell26051564
Michell44472668
Michell74670424
Michell77956310
MilesJo02388673
Miranda85635897
MollyAn07313691
MollyWa69215430
MonicaL09787274
MonicaW40870151
MorganJ02347454
NaomiRi17482064
Natalie85024688
Natasha64108514
Natasha97062837
NicoleC64652483
NicoleL35001999
NicoleS08027486
NicoleT32606906
NikithaHanten9
NikkiJo93328790
NikkiSc98220101
NikkiTa52591699
NinaFow84922380
PaigeMa08699393
PaigeWh26363851
PamFugleberg2
PamelaCundiff11
PamelaW71350542
PattyPaige14
PattyRu66518857
PaulaMa37579529
PaulaMo76810111
PauletteVelas19
Rachael71076943
RachaelBeqiri
RachelG79047076
RachelMoravits1
Rebecca08428989
Rebecca23953753
Rebecca24641814
Rebecca25257087
Rebecca37266483
Rebecca55067179
Rebecca72015194

Rebecca83635047
Rebecca88880784
Rebecca91583959
ReneeMa29506043
RioJone87009910
RobinBr69362183
RobinPa02204991
RonniMa61704227
RoseMissmary
RuthCar19926789
Samanth85913722
Samanth86913537
Samanth99374180
SamanthaLandol3
SandraB02204701
SandraB63891438
SandraF50213701
SandraP71368530
SangeetaGrabar1
SaraCar55787003
SaraWil27673027
SarahBr79540973
SarahHa87922582
SarahNieuwland6
SarahRu49725490
SarahWi92216842
Shakeet00224202
Shannon26340608
Shannon43968420
Shannon77540250
Shantel74070348
SharonR57091460
SheriBoes1
SherryDemchuk3
SonyaDi65364462
StacyBr56298768
Stephan09639365
Stephan44809993
Stephan84606254
SueWalk47011761
SylviaOverthis6
Tabitha74099874
TammieEubanks6
TammyJa14002949
TammyRe02412943
Tempera03061463
TeresaS52143539
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TeresaW40561060
TerraDa95389556
TerriJo30472625
ThidaWilson3
Tiffany27133504
Tiffany65458209
Tiffany74754255
Tiffany91734977
Tiffany98844598
TinaBro38976002
TinaDay99851458
TinaFra14997637
TinaJac12967076
TinaRod94848948
TinaSmi43730622
TinaTat41497571
TraciYo89762762
TracyDa32350881

TracyWe69526404
TriciaP42464064
TrinaFrey17
VandaJohnen2
Vanessa11149201
Vanessa86077121
VickieB93675999
VickieG93273862
Victori13943758
Victori22990716
Victori33343487
VirginiaKeydel
WendyFe61914478
WendyKn20519883
WendySm87129599
Whitney58629785
Yolanda56015776
Yolanda78028903

bahnline_ela
belony_tatiana
christa_barkhau
coscia_mellisa
ericka_holston
kupchin_kayla
lani_renteria
ledeboer_carrie
lucy_ciastoch
melanie_wyant
patil_paula
perara_destiny
sharon_shehan
sheri_mazingo
stoeckel_gloria
tatiana_zheng
yasmine_lovens
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Appendix D: Domains Associated with IP
45.66.159.12

The following list of over 500 websites were associated with IP address 45.66.159.12 between 29
September and 11 October 2022:

0n1force.live
0xmons.art
10ktfshop-freemint.xyz
1blockstudio.xyz
456club.live
8liens.live
8pes-official.xyz
9dcc.art
MEtasHIMa.XYZ
aceminersnft.xyz
acrocalypse.live
adambombsquad.live
admitonenft.art
akudreams.live
aleqth.live
alienfrensnft.live
alphacentaurikidnft.xyz
alphadoggg.xyz
alphagang.live
alphakongsofficial.xyz
alphasharkclub.xyz
alphasharks.live
altavaofficial.xyz
altstatemachine.xyz
alveychain.live
anatanfts.xyz
angryapearmynft.art
angrycat.live
angrydynomites.xyz
angrypitbullnft.xyz
anime-metaverse.xyz
anomura.live
anonymice.live
apeliquid.xyz
apelist.live
apiens.live
apocalyptic-apes.xyz
arcade-official.xyz
archienekonft.xyz
artblocksofficial.xyz

artbycrea.xyz
artoninternet.xyz
artsdao.live
aspreystudionft.xyz
astrobotsociety.live
atamaofficial.xyz
atari-x.live
atemcarclub-freemint.xyz
avril15nft.xyz
azuki.web-freemint.com
azukiapesc.xyz
azukiofficial-freemint.art
azurbalanft.xyz
baddogscompany.xyz
badinfluencenft.xyz
ballygang.live
bapesclan-freemint.xyz
bapetaverseofficial.xyz
based-ghouls.xyz
bbrcofficial.live
beeeeem-freemint.xyz
beyondearthnft.live
bganpunks.xyz
bighatmonkeynft.xyz
birdezgangnft.xyz
blitmap.art
blocktones.live
blockworksnft.xyz
blokpax.live
bloomnft.live
bluechimps.xyz
bmcnft.live
bmcnfts.xyz
bokiofficial.xyz
boredapeyachtclubs.xyz
boredapeyc.web-freemint.com
boredbox.live
bosotokyo.live
bossbeautiesnft.live
bountyhunters-freemint.xyz

buffmonster.xyz
bullsapesproject.xyz
byopills-freemint.xyz
bywassiesart.xyz
capsulehousenft.live
castawaysnft.art
chainrunners-freemint.xyz
chainsawnft.xyz
champions.ink
champsonly.ink
cheersup.live
chibidinosnft.xyz
chimpers-freemint.art
chimpers.web-freemint.com
chinachic.live
chubbiverse.live
cloneforce-freemint.xyz
cnprookies.xyz
coalitioncrewnft.xyz
coniun-freemint.live
consortiumkey.xyz
coolcats.web-freemint.com
coolcatsnfts.art
coolmanuniverse.live
cooltimes.live
cosamonstranft.live
cpgclub.live
creatureworld-freemint.xyz
creatureworld.live
crypto-chicksnft.xyz
crypto888.live
cryptoadznft.art
cryptoartenft.xyz
cryptobullnft.live
cryptocitizensnfts.xyz
cryptomonkz.live
cryptomories.live
cryptoninja-official.xyz
cryptoongoonz.ink
cryptophunks.live
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cryptopunks-freemint.xyz
cryptopunks.web-freemint.com
cryptoskulls-freemint.art
cryptovoxels.ink
cryptyques.live
cube-x-official.xyz
curiocards.live
cyberbrokersnft.xyz
cyberkongzofficial.xyz
cybersnails.live
cyberturtles.live
danielallan.live
dape-freemint.xyz
darkechelonnft.xyz
darkfarms.live
dave-krugman.live
deadfellazofficial.xyz
deboxsocial.xyz
decentraland-freemint.art
deekay-freemint.xyz
degeneracy.live
degenpassnft.xyz
degentoonznfts.xyz
degenz.live
deltaflare.live
desperatenft.xyz
devbear.xyz
dickbuttsnft.xyz
digidaigakunft.xyz
dirtyrobot.live
doodlesnft.web-freemint.com
doodlesofficial.art
dourdarcelsnft.art
dresempirenft.xyz
driftershootsnft.xyz
drjiofficial.xyz
drp-vhils.xyz
drunkenmonkeynft.xyz
dutchtidenft.xyz
dwcnft.xyz
ebgnft.live
edenhorde-official.xyz
edo2022.live
eightbitnfts.xyz
ektachain.xyz
electricsheepnft.art
elysiumclub.xyz

elysiumshell.live
enstools.live
ethereumtowers.live
etherorcs.live
ethlizardsnft.xyz
evaverse-freemint.xyz
everdomenft.live
exclusiblenft.xyz
exolienz.live
exosamanft.art
fancybears.live
fewociousnfts.xyz
finiliar.live
flickplay.live
flooz.live
flufworld-freemint.xyz
flufworld.web-freemint.com
footiumnft.xyz
forgot3thworlds.live
freemint-3landers.xyz
freemint-alpacadabraz.xyz
freemint-atsnft.xyz
freemint-citydao.xyz
freemint-toxicskullsclub.xyz
freemint-zinu.xyz
fvckrendernft.xyz
fwenclub-freemint.art
gabeweis.live
galaxyeggs.live
galaxyfight-freemint.xyz
gamanft.xyz
gameofsilks.live
gangsterall.live
gayaliens.xyz
gemmanft.xyz
genuineundeadnft.xyz
gevols.live
ghxsts.live
ghxstsofficial.art
gmdaonft.xyz
gmdaostudio.xyz
goblintown-freemint.xyz
godhatesnft.art
godjiranft.xyz
goldendao-freemint.xyz
goonsnft.live
grayboys.live

graycraft.live
guildnfts.xyz
guttercatgangnft.xyz
habbonft-freemint.xyz
halonfts.xyz
hangoutnft.xyz
hapesocial.xyz
hashmasks.live
hausphases.live
heartproject.live
hedgies.live
heroesofmavia.xyz
heroicstorynft.xyz
highrise-freemint.xyz
hoshiboshi.live
hoshiboshi.xyz
huxleynfts.xyz
hydrowhales.xyz
iamlirona.xyz
icytools.live
ikonicknft.xyz
impostors.ink
inbetweenersnft.xyz
invisiblefriends-freemint.xyz
invisiblefriends.web-freemint.c
om
io-imaginary-ones.xyz
io-shopping.xyz
jaduavas.live
jaknfts.xyz
japanese-bapes.xyz
jarritosnft.xyz
jeffworld.live
jenkinsthevaletnfts.xyz
jpegdnft.live
jrnyclub.art
jurassicpunks.live
kaijukingz.ink
kalebnft.live
kanpaipandas.live
karafuru-official.art
keungznft.xyz
killabearsnfts.xyz
killer-gf.xyz
kingxerox.xyz
knightsofdegen.live
krapopolisnft.live
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l3mon-freemint.xyz
lacoste-undw3.live
lazyapeyc.live
lazylions.ink
ledger-freemint.live
legendsofvenari.live
lilheroesnft.live
lilnounsnft.xyz
linksdao.live
littlemamilabel.xyz
liveartnft.xyz
llamaversenfts.xyz
lookiavatarnft.art
loot-project.xyz
loserclub.live
losmuertos.live
luckyzeros-freemint.xyz
mathcastles-freemint.xyz
mee6nft.live
mekaverse-freemint.live
memelandofficial.xyz
metaapemilitia.live
metacardnfts.art
metaheronft.xyz
metakongz.live
metalabsagency-freemint.xyz
metalegendsnft.live
metamonopolynft.xyz
metashima.xyz
metasnipernft.xyz
metaverse-hq.xyz
metawizardsnft.live
metrograd.xyz
metropolis-worldnft.xyz
mevofficial.live
michelleviljoen.xyz
miladymaker.live
miragegallery.xyz
mirrorpass.live
mlndr.art
mm3nft-freemint.xyz
moonbird-oddities.xyz
moonbirds.web-freemint.com
moonbirdsofficial.art
mooncatsnft.live
munkonft.xyz
mutantcartel.live

mutantcats.live
mv3nft.live
mypethooligannft.xyz
naemoclub.xyz
nanoversehqnft.live
neotokyoofficial.xyz
neotokyopunksofficial.xyz
nessgraphics.xyz
netvrknft.xyz
neverfeartruth-freemint.xyz
nftcomofficial.live
nftfactoryparis.xyz
nftinit.live
nftsensei-freemint.xyz
nftworldsnft.art
niftyportal.live
ninjalerts.live
ninjasquadnft.xyz
nostalgianft.live
nuclearnerds.live
nyancatnft.xyz
oldsportnft.xyz
onchainmonkeynft.art
onchainnft.live
oncyber.live
onewordbrick.live
osfnft.live
osfnfts.xyz
otherside-freemint.art
otherside.web-freemint.com
outlandnft.art
outsadofficial.xyz
overlordnft.xyz
oxyaorigin-freemint.xyz
pegznft.xyz
pekingmonsters.live
pgodjira.art
phantabear.live
phantom-network.xyz
pixelmapnft.xyz
pixelmonnft.live
pixelsonline.live
pixelvaultnft.xyz
planet-xolo.xyz
playcivitas.art
plurapeclubnft.xyz
pluto-alliance.xyz

poolsuite-freemint.xyz
popartcats.live
posers.live
premintnft.live
primekongplanet.xyz
primeplanetnft.live
projectatama.ink
proofcollective.art
psychedelics-freemint.xyz
pudgypenguinsnft.art
pybear.art
quantumofficial.xyz
quirkies.web-freemint.com
quirkiesofficial.xyz
rafgrassetti.live
ragstorichienft.live
rareapepes.art
realmsnft.xyz
refik-anadol.xyz
rektguy.live
renga-inc.xyz
rfoxvalt.live
richfoxclub.live
richmamadao.xyz
robertmondavi.xyz
robotosnft.xyz
rootroopnft.xyz
royalgoatsclub.xyz
rtfkt.web-freemint.com
rtfktofficial.xyz
rugradionft.live
rumblekong.live
samuraisaganfts.xyz
sappysealsnfts.xyz
satoshiislandnft.xyz
satoshiverse.live
shibadogenft.xyz
shikigai.live
shitverse.live
shonenjunk.live
slimhoods.live
smartbeast-freemint.xyz
snarknft.xyz
sneakerheads-official.xyz
sneaksofnature.live
sneakyninja.live
spaceridersnft.xyz
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sphynxcouncil.xyz
spiritgatesnft.xyz
squishiversenft.xyz
steadystacknft.art
supducks.live
supercreatorsnft.xyz
superfulnft.xyz
supernormal.live
superseanft.xyz
supremekong-freemint.xyz
svsnft.live
swampverse.live
syltare.live
syncnetwork.xyz
tableland.live
tacticaltigerz.art
taunetworknft.xyz
tbachronicles-freemint.xyz
tcgworld.live
tennischamps.live
thealienboy.live
theblueprint-freemint.xyz
thedogepound.live
thedoggies.live
theeverai.xyz
theflowergirls.live
thegalagames.xyz
thegoda.ink
thehaasbrothers-freemint.xyz
theheni.xyz
thehumecollective.live
theirsverse.live
thekingshipnft.xyz
thelittles.live
theparallax-freemint.xyz
theplague-freemint.xyz

thesandboxgames.xyz
thesaudis.live
theshiboshisnft.xyz
thestoicsnfts.xyz
thetenset.xyz
thetreeverse.art
thezerks.xyz
tigerbob-freemint.xyz
tinyastro-official.xyz
tipsycoin.live
tokunappnft.xyz
trait-sniper.xyz
travala.art
tribeodyssey.live
tribepass.live
tribequokka.live
tritonpass.live
troverse-freemint.xyz
truffle.ink
truthlabs-freemint.xyz
tthugsnft.live
ttoonft.xyz
tykesnft.art
ujuuna999.live
undeadblocksnft.live
unleashednft.xyz
unlimitednft.xyz
utiliti.live
v1punksnft.xyz
vdscofficial.live
veeconnft.live
veefriends-freemint.art
veefriends.web-freemint.com
vinniehagernfts.xyz
virtueanimation.xyz
vspass.xyz

wagmigames-freemint.xyz
wagmiunited.live
warpsoundnft.xyz
weaboveofficial.xyz
webaversenft.live
weirdoghostgangnft.xyz
wellyfriends.live
whisbe.live
whisbenft.live
whitesandsgame.art
whoopsies.live
wilderbeastsnft.xyz
wilderworldofficial.xyz
wolf-games.xyz
womenandweapons.live
world-of-women.xyz
worldoftribe.xyz
worldofumans-freemint.xyz
worldofumans.ink
worldofumans.live
worldofumansnft.xyz
worldofwomen.web-freemint.c
om
worldwidenft.live
www.web-freemint.com
xananft.live
xborgofficial.xyz
xcopyofficial.xyz
yogurtverse.live
yolobunnynft.xyz
yoloholiday.live
zenacademy.live
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